JOHANNES KEPLER
UNIVERSITY LINZ

Submitted by
Michael Preisach
01155264

Submitted at
Institute for Networks
and Security

Supervisor and First
Examiner

Univ.-Prof. Priv.-Doz. DI
Dr. Rene Mayrhofer

Second Examiner
DI Tobias Holler

Project Digidow:
Biometric Sensor

September 11, 2019

Master Thesis

to obtain the academic degree of

Master of Science

in the Master’s Program

Computer Science

JOHANNES KEPLER
UNIVERSITY LINZ
Altenbergerstral3e 69
4040 Linz, Osterreich
www.jku.at

DVR 0093696



JXU

JOHANNES KEPLER
UNIVERSITY LINZ

Abstract

Zusammenfassung

September 11, 2019 Michael Preisach i/6



JXU

JOHANNES KEPLER
UNIVERSITY LINZ

Contents
1 Introduction 1
2 Trusted Environment 2
2.1 Trust and Security . . . . . . . . . 2
2.2 Systems of Trust . . . . . . . . . 2
2.2.1 Secure Boot . . . . . . .. 2
2.2.2 TPML1.2 . . . . e e 2
2.2.3 TPM2.0 . . . . . e 2
2.3 Verify Trust (DA and DAA) . . . . . ... 2
3 Handling Biometric Data 3
3.1 Extend the Trust to External Hardware . . . . . .. ... ... ... ... ...... 3
3.2 Mitigation of Attack Vectors . . . . . . . . . ... 3
4 Implemtentation and Limitations 4
5 Conclusion and Outlook 5

September 11, 2019 Michael Preisach ii/6



JXU

JOHANNES KEPLER
UNIVERSITY LINZ

1 Introduction

September 11, 2019 Michael Preisach 1/6



JXU

JOHANNES KEPLER
UNIVERSITY LINZ

2 Trusted Environment

2.1 Trust and Security

2.2 Systems of Trust

2.2.1 Secure Boot
2.2.2 TPM1.2

2.2.3 TPM2.0

2.3 Verify Trust (DA and DAA)
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3 Handling Biometric Data

3.1 Extend the Trust to External Hardware

3.2 Mitigation of Attack Vectors
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4 Implemtentation and Limitations
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5 Conclusion and Outlook

Table 5.1 is an example of a table, in which the numbers are aligned at the comma, every second line

is colored and the commands \toprule, \midrule and \bottomrule are used.

Table 5.1: Example

Lénge [ in m Breite b in m Hoéhe h in m

12.454 1.24 335.3
543.22 32.123 33.21
353.0 33.0 33.0

23.3 333.2 32.4
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