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Article 7 : Respect for private and family life
Everyone has the right to respect for his or her private and family life, home and communications.

Article 8 : Protection of personal data
1. Everyone has the right to the protection of personal data concerning him or her.

CHARTER OF FUNDAMENTAL RIGHTS OF THE EUROPEAN UNION [1]

Section a: State-of-the-art and objectives
Note: Section numbers continue from part B1 to allow for consistent cross-referencing and reduce redundancy.

6 Introduction

The primary objective of Digidow is to enable security-relevant interactions in the physical world with-
out carrying any physical objects to certify the individual’s identity. This major step depends on secure
biometric authentication to use the individual’s body, behavior, and habits for authentication instead of phys-
ical tokens such as passports. Fulfilling this vision will enable further breakthroughs in ubiquitous/pervasive,
mobile, wearable, and embedded computing, human/computer interaction, or more specific application areas
from other disciplines such as social or legal sciences.

This goal of object-less authentication in the physical world demands a counterpart in the digital world
that supports individuals’ interactions with the required identification and authentication data as well as state
information — we call this instance the Digital Shadow. Although biometric authentication and identity data
management could be more easily implemented with centralized databases, the associated danger of abuse
is too high to be acceptable. The secondary objective is therefore to support secure authentication with
decentralized personal agents, which remain under full control of each associated individual and manage their
digital identities and assets. It is clear that trustworthy digital identity documents (sometimes called electronic
ID or e-ID) such as passports will, during their creation process, still be signed by central organizational bodies
such as countries in a similar way as their current physical manifestations are created now. However, the major
difference in a decentralized architecture is that during their usage, control remains with the individual and not
with the organization hosting the centralized databases.

In the sense of managing different forms of digital identity, personal agents in Digidow loosely fulfill the
role of current password managers, although with a significantly wider scope and a completely different user
interaction model. The general area of authentication options for and use of digital identity for purely digital
services are currently being investigated in different research and development projects. This includes the EU
projects STORK [2] for using digital services with e-ID across Europe (targeting mostly government use) and
FutureID [3] for e-ID desktop use cases (targeting free market use) as well as national initiatives like the Aus-
trian citizenship card (Bürgerkarte), Estonian e-Residency, Finnish identity card, or German ID card (Neuer
Personalausweis, nPA). All these projects are orthogonal to Digidow in their use of digital identity for digital
services; however, focusing on services in the physical world and specifically without using physical smart
cards for authentication requires completely novel approaches to secure code and infrastructure. After suc-
cessful authentication to a personal agent in Digidow – which could act like a physical smart card in terms of
cryptographic protocol exchange – the results of STORK, FutureID and others can directly build upon the au-
thentication state for using digital services. The recently concluded projects NewP@ss [4] and FastPass [5] for
Automated Border Control gates at European borders come closest in their use of the ICAO passport standard
and use case of crossing borders, but again rely on physical objects (passports) with embedded RFID storage.

In the following, we structure the discussion of the state of the art by the four main areas to be solved.
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7 Area A: Authentication

In terms of biometric authentication, the most compelling modalities for Digidow currently seem to be face,
fingerprint, and iris recognition. We will build upon the current state-of-the-art in terms of hardware sensors,
feature extraction, and classification / error metrics, and thus in the following review only the most recent and
relevant results for their applicability to our use cases.

No single approach can currently be considered the most powerful state-of-the-art technology in face recog-
nition and face authentication [6]. Current face recognition approaches are combinations of a huge diver-
sity of different face recognition concepts, based on both geometric facial features and appearance based face
recognition [7]. The underlying mechanisms for geometric feature based face recognition include concepts
from morphable models [8] to processing features using Hidden Markov Models (HMM) [9]. Appearance
based face recognition approaches include concepts from e.g. PCA/Eigenface and LDA/Fisherface or Gabor
Wavelets [10, 11] for (pre)processing and apply diverse machine learning models, such as neural networks
(NN), support vector machines (SVM), boosting, or combinations [12, 13, 14]. Error rates reported in individ-
ual publications strongly depend on the dataset chosen for evaluation and the evaluation setup [6, 15]. Including
different types of data, such as range data to obtain 2+1D/3D data, in combination with optical (color) infor-
mation can further improve results [16, 17]. Also, the recently emerged and heavily discussed topic of deep
learning seems promising for face recognition applications [18, 19] as it already outperformed other machine
learning models in related recognition tasks [20]. Face recognition is a highly important field for Digidow, as
we will use it both as a (weak) biometric authenticator and for tracking individuals using camera networks.

Fingerprint recognition is a mature topic in the sense that different kinds of sensors, features, and matching
metrics have been analyzed and accurate settings are known and widely available in off-the-shelf products. The
same is mostly true for iris recognition, although the optical sensors are not fully practical in mobile settings.

We may work on specific problems such as face recognition under poor lighting conditions or with seasonal
diversity (hats, beards, tanned vs. pale skin, etc.) by utilizing deep learning approaches. The complementary
issue of multi-party authentication in the sense of biometric template storage (in the personal agent), sensor,
and verifier being under three separate realms of administrative control has not been tackled before and will be
our main focus (see section 13). This will require a fundamentally novel separation of the standard data
analysis pipeline in biometric authentication systems with trust spread over multiple systems.

8 Area B: Tracking

The physical location of a person at a certain point in time is considered highly sensitive information. Through-
out their everyday lives, people are moving in a (mostly) unique pattern and leave a fingerprint of visited
locations that might be used to conclude on their identity (cf. [21, 22, 23]). Finding (and most often recording)
these traces is commonly referred to as tracking. Systems to track people outdoors are widespread in modern
societies, typically based on Global Navigation Satellite Systems that allow accuracies of below one meter
of positioning error (using e.g. DGPS or RTK techniques [24]). Indoor tracking demands a more complex
approach in terms of positioning and tracking algorithms. For such scenarios, systems have been developed
that make use of various different sensor inputs, including radio signal-based sensors (e.g. UWB [25], Pseu-
dolites [26], WiFi [27, 28], RFID [29] and Bluetooth LE [30]), computer vision approaches (using single
cameras [31] or visual sensor networks [32]), inertial measurements (e.g. pedestrian dead reckoning [33]),
acoustical sensors [34], or a combination of some of these technologies often referred to as sensor fusion (e.g.
[35]). As their outdoor counterparts, these systems also achieve accuracy results of one meter or better.

From a hardware point of view, tracking systems can be separated into two groups: client-based systems
that require their users to carry a certain mobile device for being localized, and infrastructure-based systems
that make use of tracking sensors deployed in the environment (cf. [36]). With the coming of age of mobile
computing, client-based tracking systems gained popularity, not least because – in theory (cf. [23]) – it is easier
for such systems to ensure privacy protection. For Digidow, we explicitly aim at device-free scenarios and
therefore aim for comparable privacy guarantees in infrastructure-based systems.

In [37], Youssef et al. coined the term Device-free Passive (DfP) localization systems describing tracking
solutions that explicitly exclude user-worn sensors. For realizing such DfP systems, two types of technologies
are currently being investigated. The first technology is again based on radio signals. Several systems have
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been presented that scan the radio frequency (RF) field for changes to conclude on people’s movements, e.g.
Ichnaea [38], Nuzzer [39], tracking pedestrian flows within buildings on airports [40], or determining the
activities of people present in the RF field [41]. The open problem is differentiating between people.

The second technology is based on multi-camera sensor systems, often referred to as visual sensor networks
(VSN). Due to efficient face recognition algorithms for video streams (e.g. [42]), such systems have the poten-
tial to automatically identify individuals. Once identified, tracking a person is realized through collaborating
nodes within the VSN that use wireless communication for continuous surveillance (cf. [43, 44]). The FireFly
Mosaic system [45] is an example of collaborating camera nodes used to track the activities of a person in
their home environment. In [46], an algorithm for tracking multiple persons in a complex environment using
synchronized video streams has been presented, which was claimed to achieve metrically accurate position
estimates. Recent projects in this field of research dealt with the problem of covering a wide area of interest
with only sparse camera node coverage. In [47], Song et al. summarized algorithms and methods for visual
surveillance systems covering the topics of intra-camera tracking, inter-camera tracking, camera relationships,
and global activity understanding. Given the potential of collaborating VSN nodes and RF-based tracking
infrastructure for automated, efficient and large-scale tracking, people might be tracked wherever they go [48].

In Digidow, we explicitly focus on privacy-conscious tracking. In terms of VSN applications, the Trust-
EYE.M4 sensor nodes [49] address some issues. The authors present the concept of sensor-level privacy protec-
tion that intends to bring security and privacy down to the lowest level of sensor systems in order to reduce the
number of other components that need to be trusted. The AnonySense framework [50] also intends to preserve
privacy in ubiquitous tracking scenarios by making use of intermediate services to obfuscate user-related data.
We will adopt the basic concept of privacy protection in sensors (not in third-party infrastructure), but need to
fundamentally extend it to multiple parties in a 3-way communication.

9 Area C: Trust

The vision of a device-free, decentralized identity system requires to establish a trust relationship between
personal agents, biometric sensors and the verifiers as well as between individuals and biometric sensors. For
the latter, it is required to provide the user a continuous feedback of the trustworthiness of the used sensor,
which is an open issue when considering the lack of trusted user interfaces.

Establishing trust between two computing devices (i.e. personal agents, biometric sensors, and verifiers —
but not individuals) often includes the usage of additional tamper resistant hardware as a root of trust. Examples
for such supplementary hardware are smart cards, secure elements, or trusted platform modules (TPM). They
consist of an auxiliary processor as well as tamper resistant storage to store and process security critical data and
keys directly on the chip. Use cases for this hardware range from mobile device scenarios (e.g. our proposed
ecosystem for mobile devices [51]), credential storage for remote services (e.g. keys for company VPN access),
or different kinds of identification system (e.g. the anonymous identity system by Bichsel et al. [52]).

The state-of-the-art technology to establish trust in personal computers (PC) is the usage of a TPM module,
which has been specified by the Trusted Computing Group (TCG) [53]. TPMs record the state of the systems
with multiple so-called Platform Configuration Registers (PCR), i.e. cumulative hash measurements of soft-
ware running on the host machine. The whole process of extending the PCR value is usually done concurrently
with the boot process of the PC and can be used for data protection (i.e. encrypting/decrypting data only if sys-
tem runs in a specific state) or for reporting the system state to a remote service with two possible techniques:
Remote Attestation and Direct Anonymous Attestation. We further enhanced the concept of reporting the sys-
tem state in [54] by proposing an extended and practical approach for mobile devices, which also gives more
flexibility to users. Our so-called certified boot merges the TPM attestation technique with a signature-based
software verification using tamper resistant hardware available in mobile devices.

While the TPM has already been widely deployed on personal computers, there is currently also research on
using this technology in other computing devices. The previously mentioned TrustEYE.M4 sensor [49] as well
as the TrustCAM [55] use a TPM to verify the integrity, authenticity, and the timestamp of camera pictures to
applications or remote services. They propose a concept that establishes trust in sensors at the lowest layers
of a computing or sensor system. Similarly, Saroiu and Wolman [56] as well as Gilbert et al. [57] present
trustworthy mobile sensing platforms to assure the authenticity of sensor data by using a TPM as trust-anchor.
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Nyman et al. [58] also provide an enhanced concept of using the TPM in a system requiring a high level of
security and trust to provide the techniques for an electronic identity (e-ID) architecture. This concept still
requires the user to carry around a mobile device and always have it functional in case of identity verification.
In Digidow, we will significantly extend these techniques for the paradigm change of device-free usage.

The Fast IDentity Online (FIDO) Alliance is a non-profit industry consortium which develops specifications
for user authentication with less reliance on passwords. In their publicly available specification, they define two
main protocols: UAF and U2F. The Universal Authentication Framework (UAF) [59] protocol can be used by
online services for a password-less and multi-factor login while using local authentication mechanisms. The
Universal 2nd Factor (U2F) [60] protocol describes the extension of existing authentication infrastructure with
a second factor (such as a hardware token). U2F could provide a basis for the identity federation protocol in
step 7 (cf. Figure 1 in part B1), but will need to be merged with DAA and extended for 3-party authentication.

10 Area D: Network

Most research work on location-based routing and service discovery has been done in the context of mobile
ad-hoc networks (MANET) or robot networks. Neither is applicable to Digidow, as we do not assume personal
agents to be mobile (physically or digitally), but that they are hosted statically and only communicate with a
world-wide network of biometric sensors and verifiers, both of which can be modeled as (network) services.
Hence, the service functionality relevant for Digidow is either provided by the personal agent (e.g. authen-
tication, granting of payments, etc.) or a random verifying entity using sensors (e.g. verification of identity,
location, etc.). No matter which is hosting the target service, the other party is interested in efficiently finding
its counterpart for the event or action that should take place. In this context, the personal agent and the ver-
ifying entity form a loosely-coupled multiagent system (cf. [61]), having each peer acting autonomously and
proactively to achieve its goals, e.g. tracking the individual (the duty of the personal agent), or authorizing a
transaction (the task of the infrastructure).

Discovering the target service is a matter of globally disseminating a) meta data describing the service paired
with b) routing information that is considered as slowly changing over time due to the above stated restrictions.
In the context of peer-to-peer (P2P) systems this issue is well understood (cf. [62], [63]). The GloServ archi-
tecture [64] is one example for realizing global service discovery over P2P networks. For Digidow however,
we aim for a system that is not restricted to P2P networking paradigms.

Following the basic idea of the Domain Name System (DNS), we propose a decentralized and privacy-
preserving architecture that exploits the physically static nature of the digital entities actively contributing to
Digidow. In [65], a hybrid naming system for tracing objects on a global scale has been discussed that used
distributed hash tables (DHTs) and DNS for such purposes. The ERGOT system [66] was also based on DHTs
to represent services on top of a semantic overlay network (SON). The privacy aspect has not been considered
in both approaches. In the context of the digital currency Bitcoin [67], several studies evaluated the impact of
globally interacting, decentralized services (e.g. [68]) on the underlying network. Zerocoin [69] demonstrates
how to mitigate the privacy issues still present in the original Bitcoin concept.

Briefly summarizing, a massive body of work exists on manifold topics of networking protocols in general
and for service discovery in particular. Global service discovery is solved by DNS, but this is neither fully
decentralized nor private. For globally, decentralized communication, we can learn from various DHT-based
networks (including Kademlia-based “Mainline-DHT” for Bittorrent [70]) and other deployed P2P networks
(e.g. Bitcoin [67]). For global networks with privacy guarantees, Tor [71] is currently the best example, while
DHTs do not typically provide anonymity [72]. Although initial work on combining flat DHT with hierarchical
DNS indexing has been done, bottlenecks still exist [65]. An additional requirement is geospatial service
discovery to connect physical locations of individuals with digital services they may want to interact with (a
summary can be found in [73]). Our challenge for Digidow is to develop a service discovery architecture that
fulfills all the requirements (global, decentralized, low latency, and with privacy guarantees).

11 Summary of challenges in the context of state-of-the-art

In order to reach our main objectives (secure biometric authentication without carrying physical objects
and with decentralized agents under control of each individual), we identify the following major open
issues that are complementary to and not addressed by current state-of-the-art in the four different areas. These
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are all associated to the two fundamental challenges discussed before (scale and trust, cf. section 3 in part B1):

Multi-party biometric authentication (trust) requires re-defining a data analysis pipeline split over multiple
systems with different realms of administrative control and therefore across trust boundaries, and tightly
coupling it with a cryptographic authentication protocol.

Trust in personal agents (trust) requires highly novel results on secure code (of the agent itself), its execution
environment (e.g. a cloud provider), and DAA protocol approaches when applied to virtual machine
code. Solving the issue of securely running personal agents on remote data centers will also have a huge
impact on secure cloud services in general. Although we will focus on designed-to-be-simple code, the
developed techniques will in large parts be applicable to arbitrary cloud applications.

Trust in biometric sensors (trust, scale) requires, based on current state-of-the-art, adding a TPM to each
sensor. This does not seem realistic with currently deployed infrastructure, and we therefore additionally
require a method to integrate legacy (only partially trusted) sensors into the architecture.

Trust in verifiers (trust, scale) is not realistic considering an open-ended set of parties acting on an individual’s
identity. We therefore require novel protocols and privacy-preserving pseudonym derivation methods to
deal with the assumption of colluding verifiers that try to monitor and track a global population.

Service discovery (scale) with latencies in the range of few seconds remains difficult on a global level, and
our current best approach is a completely novel combination of geographic filtering with individual user
tracking (cf. section 12).

Backup (trust, scale) is difficult both for the data held by personal agents (how to deal with a temporary
or permanent unavailability of the current instance of the agent) considering liveness and authenticity
requirements and for authentication methods (as a user, how to securely authenticate to your own remote
personal agent when biometric authentication is currently impossible). Current state-of-the art does not
sufficiently address either issue: multiple concurrent, distributed personal agents would fall victim to
the classical CAP theorem [74], and the current approach of using password based authentication as
fallback to biometric (used on most current smart phones, tablets, laptops, and other mobile devices) in
our scenario suffers from the lack of trusted user interfaces. We require new solutions to both.

Section b: Methodology
Our main, novel approach is to create a direct mapping of user location and behavior between the physical and
digital worlds (cf. Figure 1 in part B1). This will have a huge impact not only on trust and scalability issues
(as our two main challenges in Digidow), but will act as an additional enabler for location-based services that
currently rely on individual GPS tracking on users’ mobile phones. That is, location-based services will become
available to users without smart phones and without sacrificing privacy, which in itself is fundamentally novel.

In terms of scientific methodology, we will design methods and protocols, prototype these designs in the form
of working implementations, and analyze the prototypes in simulation and laboratory experiments. Some of
the tasks are inherently explorative research with the implication that analysis and review in the first iterations
(cf. process described in section 17) will be limited until the problem space is understood sufficiently well.

12 Modeling individuals in associated personal agents: the Digital Shadow Model (DSM)

The fundamental enabling approach in this project is that personal agents (in the digital world) track their
associated individuals (in the physical world) as closely as possible, and therefore create a direct mapping.
We also say that their digital traces follow individuals, and therefore speak of a digital shadow. Upon closer
consideration, this is however not a simple, unidirectional location mapping from the physical to the digital
world. As individuals move through the physical world, their actions not only create digital traces, but are also
enabled by digital services — including payment (e.g. for public transport), border control, physical access
control, etc. The resultant mapping is therefore bidirectional and inherently probabilistic. The central, unified
task in Digidow will be to create the digital shadow model (DSM) of the individual’s time-dependent location
and behavior hosted and estimated inside the personal agent. DSM will cover at least the following aspects:
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� three-dimensional location of the individual in the physical world: We will start with a simple 3D model
based on the global coordinate system as used by GPS and extend it with the accuracy of each location
estimate. Depending on the sensor that contributed a location estimate, the assumed area of the individual’s
whereabouts can be differently sized (and shaped).

� (typical and atypical) behavior of the individual: Modeling user actions and distinguishing between typ-
ical/normal and atypical/abnormal states can be arbitrarily complex (even predicting typical contexts on
mobile devices carried by users does not yield high accuracy [75]). We will therefore start with standard
supervised classification of the individual’s interactions (such as payment for various services) based on a
time-limited training period assumed to be typical and therefore used as ground truth and then extend.

The combination of location and behavior describe the assumed state of an individual, which is internal to
DSM. Both location and behavior are sensed in the form of external events generated in the physical world and
used to update the internal model in the digital world. Every event carries at least two fields of meta data:
� timestamp: Events happen at a specific time, and only describe location or behavior at that moment. The

longer an event is in the past, the more uncertain the current internal state of the model will be concerning
that aspect. Decisions in the personal agent (e.g. if a payment transaction should be approved or which details
of the individual’s digital identity should be sent to an verifier) will be based on the recent history of events
and an extrapolation (time series prediction) to estimate the state at the time of the interaction. 1

� probability: No sensor is completely accurate, neither for measuring location nor for biometric identifica-
tion. Especially location and identification/authentication events will therefore be annotated with an estimate
of their accuracy based on the specific sensor that took the measurement. Ideally, trusted sensors will them-
selves provide this probability estimate, but the model should account for erroneous (or malicious) events
and estimates. Detecting impossible (or very improbable) events by specific sensors can be used to lower
their reputation and provide feedback to other personal agents concerning future estimates from that sensor.

The resulting DSM is multi-factorial (three dimensions for location, one for time, one or more for the behavior)
and probabilistic. Updates of the internal assumed state of the individual based on external events will require
an error model that takes into account typical behavior (work/home/shopping/commuting cycles) but supports
atypical states (holidays, travel, etc.). In ubiquitous computing, a large body of prior work on modeling user
behavior exists, including context awareness (with the PI’s PhD thesis being just one example in this area),
activity recognition, location tracking, and many others. This is one of the reasons why we see this proposal
as being rooted in these scientific areas and why we expect publications to target that community in addition to
specific contributions in the four areas detailed below.

However, there is a significant challenge in applying these existing results to modeling in the scope of Digi-
dow: for personal agents to be reasonably secure and to enable their execution on cheap embedded hardware
and/or at global scale of one agent per human, they need to be as simple as possible. Complexity leads to
insecure code, and complex models may require significant memory and computing resources. Both effects are
detrimental to the aims of Digidow, and therefore DSM itself should be simple (mathematically and in terms of
memory and computational requirements) to potentially support formal validation for correctness of the model
(and in extension of the code base of the personal agent). Additionally, it is more likely that simple models will
be communicable in the sense that automatic decisions based on the model (e.g. if an authentication attempt or
a payment transaction should be granted) can be explained to end-users (cf. section 3, part B1).

It is currently unclear if a single model will be able to capture all aspects and still be usable for decision
making, or if multiple interacting models (such as one per type of biometric authentication sensor, one for each
location event source, one for the estimated physical location, one for the behavior of the individual, etc.) will
be a better approach. Designing DSM is one of the central tasks in project Digidow.

Independently of the model details, an important function is full logging of all external communication. One
major advantage of personal agents is that they can keep a tamper-resistant log of all interactions of a single

1Note: Within the scope of Digidow, we assume that an absolute frame of reference for timestamps exists and explicitly discard
relativistic, gravitational, or other effects that lead to time dilation in the physical world. We argue that this assumption is (currently)
warranted for global (but Earth-bound) authentication use cases. Nonetheless, time synchronization between distributed hosts is
a well-known non-trivial problem on practical networks. For Digidow, we will assume time synchronization protocols accurate
enough for liveliness guarantees (NTP being the prime example) and will consider malicious tampering with timestamps and
synchronization as part of the security analysis, but will not contribute to synchronization of distributed clocks itself.
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individual visible in or assisted by the digital domain. Even if a verifier demands access to more data than
seemingly necessary for a transaction (e.g. forcing customers to declare their names, addresses, and dates of
birth to participate in a bonus program even if only a pseudonymous identifier derived from but unlinkable to
the citizen identity number would be technically and legally required), the complete transfer and every future
occurrence can be logged and retained for inspection and potential legal recourse. No verifier will be able to
request data items in the background without this request being recorded in the log. We will investigate realistic
options to require verifiers to specify reasons for requesting items of an individual’s identity and if logging these
claimed reasons will contribute to privacy compliance (Android versions < 6.0 are a counter-example where
fine-grained information about requested permissions and user “consent” does not directly improve privacy).

Work in all four project areas will directly interact with this DSM, both contributing external influences
(location tracking events, biometric identification data, and authentication requests from verifiers) and using
the internal state as the basis for decisions (authentication based on the estimated location of the individual).

13 Area A: Authentication

Face authentication has the conceptual advantage of required infrastructure (cameras) often already being
installed. The problem with existing infrastructure is that individual systems are each configured and calibrated
differently, including illumination as well as different hardware sensors and lenses. Face authentication using
different data sources is difficult, which is why cross-system face authentication is not yet considered fully
solved. Our goal is to enable face authentication from different data sources. Deep learning provides the
advantage of data preprocessing being embedded into more powerful models with the potential for increased
authentication performance. We will investigate deep learning for face authentication in the context of building
a cross-system approach with different sources of face data.

Biometric template storage in the personal agent is a basic requirement for matching live sensor data with the
expected user template. However, this biometric template is the most critical item in the individual’s data, as
it cannot be changed after a compromise. Even applying secure coding practices, the possibility for data leaks
remains (cf. the openssl Heartbleed vulnerability). We will therefore split storing and processing biometric
templates from other parts in the personal agent, with the implication that the data processing pipeline will be
split over multiple realms of trust. The goal is to minimize the possibility of leaking biometric data under the
assumption that the personal agent is under various classes of attack concerning its internal memory model.

Multi-party authentication protocols are another new requirement caused by the Digidow architecture. As
biometric authentication (measuring and initial data pre-processing in biometric sensors, feature extraction
and matching in personal agents) leads to use of the digital identity at a verifier in the next step, some form
of proof of authentication will need to be forwarded to a third party (the verifier). With privacy as one of our
main goals, simply forwarding results of the biometric matching is impossible, and we will therefore investigate
various cryptographic options for designing 3-party biometric authentication. We will start with zero knowledge
proofs and blind signatures for proof-of-liveness on top of an Axolotl ratchet for privacy and forward secrecy
guarantees as well-known methods, but are aware that even the problem space is not fully understood at the
time of this writing. However, most current protocol designs are synchronous, and this has direct implications
on the network service protocols to be developed in area D.

Identity federation is comparatively well-understood. The aim is to enable use of digital identity across a wide
range of verifiers, and key points are therefore openness, interoperability, and scalability. U2F/UAF from the
FIDO alliance, OpenID/OAuth as web login standards, and respective protocols from STORK and FutureID
will be used as the basis for quantitative and qualitative analysis towards the end of project Digidow. We intend
to implement multiple different identity federation protocols (those that can be used to embed our multi-party
biometric authentication method) for maximum interoperability with existing services.

14 Area B: Tracking

As part of our research in area B, we will run user studies with voluntary participants to collect and analyze
their location traces and behavior. For a more detailed description of the procedure to handle ethical aspects
of this data collection, please refer to the respective annex documents (explanation of the procedure and draft
form for informed consent declaration).
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A physical location model will be the first building block for having an agent-centric representation of the
individual. We will first design a simple but still flexible model that will translate external tracking events from
manifold tracking resources (cf. section 8) to physical locations. We intend to use WGS84 georeferences as
this might currently be seen as the lowest common denominator in terms of location representation. On top of
the location model, we will develop services and interfaces available for trusted external tracking resources.

Physical tracking and event handling will combine the internal location representation with asynchronously
appearing external tracking events. As a first step, we will make use of the WiFi based tracking infrastructure
hosted at the JKU (cf. Smart Information Campus [76, 27]). In its current state, the tracking system still requires
a WiFi transmitter (e.g. a smart phone) worn by the individual that broadcasts beacon signals on a continuous
basis. Although this is not a DfP solution, the infrastructure is available campus-wide and yields adequate
location updates valuable for evaluating tracking events in a real-life large scale setup.

In a second step we will deploy a VSN tracking system similar to the one presented in [77]. To that end, we
aim for a cooperation with the authors that have already agreed to supporting the project. Although the VSN
will provide tracking events on a smaller scale, we expect to gain valuable insights for concluding on large
scale usage. In both approaches, the Digidow personal agent will support the tracking systems as it is aware
of the potential follow-up whereabouts the individual might visit in the future. This will be represented by
the behavior model. By supporting two sources of location events, we will develop insights on: coordinating
concurrent tracking sources; seamless integration of tracking data asynchronously delivered by two or more
tracking sources; integrating tracking results of arbitrary precision; scalability of VSN; and supporting tracking
systems with a-priori knowledge on the person being tracked.

The digital behavior model is the counterpart to the location model that will hold probability distributions
reflecting the potential future whereabouts and actions of the individual before the actual tracking or verifier
interaction event has arrived. We will focus on heuristic models and machine learning techniques and inves-
tigate the behavior of individuals throughout their everyday life, especially when traveling, crossing borders,
and using (public) transportation. From that we will derive our model that will also be in charge of judging
the authenticity and trustworthiness of a tracking or authentication event from a source with lower reputation.
Additionally, this phase will yield mechanisms to adapt the reputation of tracking systems or single sensors
(used in the respective tasks in area C).

Merged probabilistic models is the targeted result from this last phase that also comprises the insights achieved
in the previous tasks. For that purpose we will develop prototypes that allow us to compare the impact of the
usage of several state-of-the-art probabilistic tracking algorithms, such as Hidden Markov Models [78], the
Kalman family of filters (e.g. EKF, UKF) [79], Particle Filters [80] and Gaussian Process Latent Variable Mod-
els [81]. We aim at developing a solution that will fit our requirements in terms of a) adequate tracking accuracy,
b) low latency, and c) robustness. As Digidow will actively update the physical location, the update frequency
of external tracking systems is of minor concern to the project.

15 Area C: Trust

As mentioned previously, establishing sufficient trust in a decentralized system as proposed for Digidow is
one of the two fundamental challenges we have to address throughout the project for both points of view
(cf. section 3 in part B1: personal agents trusting biometric sensors, and verifiers trusting personal agents).
Consequently, there are more different tasks in area C than in other areas.

A central aspect is enabling trust in the personal agents themselves, which will hold critical personal data and,
if successfully attacked, would allow nearly complete identity theft. In area C, a major concern will therefore be
to secure the code and execution environments of personal agents and biometric sensors — note that verifiers
are not in the main focus, as they will realistically use existing infrastructure (such as payment schemes for
public transport, citizen databases for border control, existing customer databases for digital or physical shops,
etc.) and therefore need to be trusted for the various scenarios. We will take a multifaceted approach to improve
security of networked code on different layers:

Semi-formal specification of functional and non-functional requirements is the first step of certified software
development and will describe the main functionality of personal agents and their interaction with external
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parties. This specification is the basis for all following steps, but will need to be continuously updated to reflect
latest results from the other areas.

Safe languages in the sense of strong static type systems and validating compilers are the first building block
for producing secure, reliable code. In the first phase, we will prototype core functionality of personal agents in
multiple (pure and non-pure) functional languages including (but not limited to) Haskell, Rust, Scala, and Go.
Languages will be selected and evaluated by the expressiveness of their type system (Haskell, Scala), compiler
infrastructure (Haskell, Rust, Go), memory handling (with interesting new concepts such as in Rust), code size
(Haskell), maintainability, and portability. Specific quantitative evaluation criteria will be (considering the same
functionality implemented in/with each language/platform): lines of code, percentage of “unsafe” (imperative,
interfacing with native system libraries) code parts, programmer time to first functional prototype (as an indica-
tion of language complexity and existing library maturity), portability to (number of) execution environments
with a single code base, and (more qualitatively measured) estimated maintainability. An important side effect
of these multiple implementations is that we will show, from an early stage, interoperability of our network
protocol specifications for future implementations.

Code compartmentalization within personal agents (and, to a lesser extent, biometric sensors) is an important
approach to mitigate potential security vulnerabilities that can arise even when safe programming languages
are used for their implementation. We will analyze the constituent parts of an agent – called modules or com-
ponents – and evaluate different approaches to intra-application sandboxing such as multiple processes/threads
connected with IPC interfaces (as used e.g. by openssh and postfix as two of the more popular servers to use
that technique), OS-supported memory compartmentalization (used e.g. by the Chromium webbrowser engine),
or more general container approaches (e.g. Linux namespaces/containers such as used by docker). Currently
known components will include (but not be limited to):
� in-memory handling of the DSM (cf. section 12)
� cryptographic key handling and derivation of pseudonyms, including secure private key storage
� network communication, including biometric authentication protocols and identity federation
� handling of events for location and behavior tracking and estimating updates to the in-memory model
� trusted boot, run-time integrity verification, and remote attestation
Our evaluation will include an analysis of potential vulnerabilities and exploit possibilities and how they can be
mitigated by the various compartmentalization techniques. A particular challenge is cross-platform compart-
mentalization that does not depend on specific operating systems and can be used on a wide variety of hosting
environments including embedded hardware CPUs.

Unikernel VMs are one approach to minimize the attack surface of virtual guests or embedded code. After
selecting the safe language best suited for our purpose, we will develop methods to compile the personal agent
as a unikernel to run on hypervisors with a minimum amount of required code, removing the requirement of
a general-purpose guest operating system and most parts of the standard libraries. With this approach, we
significantly limit the impact of standard vulnerabilities and therefore complement the use of a safe language
and code compartmentalization. Current research on unikernels such as ClickOS, Clive, HaLVM, MirageOS
are a basis for initial prototypes. Main challenges for the application of unikernels are (not only for Digidow,
but more generally): combining unikernel compilation with code compartmentalization (compartments within
a unikernel vs. one unikernel per compartment); compiling (and certifying) unikernel binaries for multiple
different hypervisors to support cross-platform deployment; and change management of hypervisor interfaces.

Formal code verification is the most critical and challenging part to improve the current state-of-the-art in
secure coding, and will consequently be tackled in later phases of project Digidow in the light of previous
insights. Referring the formal specifications developed in the respective tasks described above, we will design
new tools to (semi-) automatically verify correspondence of the specifications with the source code and po-
tentially the compiled binary representation(s). We will initially start with similar methods used for the seL4
secure microkernel/hypervisor project [82] (translating a formal specification to Haskell, validating this repre-
sentation, translating to C, and verifying the second representation). That is, we will focus on tools to automate
the cross-validation of different representations, potentially with manually added annotations in some of those
representations (most probably in the final source code to reference relevant parts of the specification).
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Dynamic execution verification will be used in addition to (static) validation of source code. We will de-
velop run-time verification methods to further compare system states with a corresponding run-time model
(automatically or manually) derived from the initial specification. Note that static and dynamic verification are
complementary: static verification is especially beneficial in terms of safe memory management and avoiding
well-known classes of vulnerabilities, while dynamic verification is particularly important for state machines
typically used in client and server parts implementing networks protocols. For networked code like personal
agents, both aspects need to be combined.

The methods described above all intend to improve trust in the correctness of running code, and are therefore
mostly important for enabling end users to trust that their own personal agent is running as intended. The
second issue of trust in remote parties requires complementary methods to ensure security:

Chain of trust is a technique that ensures that only trusted software and hardware components are loaded and
used from bottom up in the boot chain where each component verifies the validity of the next one. In our
decentralized identity system we will extend methods from TPMs to establish a complete chain of trust on
every used sensor and agent. The root-of-trust will be located in the lowest layers of the systems (hardware and
firmware based) and verification will reach up to the software component that performs the final authentications
(application layer). Remote attestation is the technique of the TCG specification to prove to an online service
that the system runs in a trustworthy state (i.e. computed PCR values that are considered reliable). It uses special
Attestation Identity Keys (AIK) that are signed by certificate authorities (CA). The problem with this technique
is that potential traceability of the end-user when using these AIKs, which is addressed by Direct Anonymous
Attestation (DAA). The downside of these two attestation techniques is that both only allow the verification of
one counterpart at a time. In our scenario where sensors and agents need to mutually trust each other, these
techniques would require additional unnecessary communication. We will design a novel (and potentially very
unconventional) cryptographic protocol to unify mutual remote attestation and biometric authentication
crossing trust boundaries. This unification of two protocols is necessary to provide sufficiently low latency
for near-real-time authentication.

Secure cloud hosts are required to execute personal agents and potentially verifiers. In this smaller and
strictly focused task, we will extend our developed methods to provide a chain of trust with an intermediary
layer of hypervisors as used in practical cloud environments. The main challenge is integration of TPM/PCR
certification up to the hypervisor layer with a hardware TPM and passing on the PCR chain into virtual TPMs
provided for each guest instance. That is, multiple (virtual) TPMs (e.g. one per virtualized personal agent) need
to be initialized with the single trust chain bootstrapped on the hardware and host hypervisor. We will develop
protocols to support such an extension of the PCR chain and prototype on standard server hardware equipped
with TPMs and running various standard hypervisors (the private cloud infrastructure for these experiments is
already available at our Institute of Networks and Security).

Reputation of sensors allows integration of legacy sensing and tracking infrastructure into Digidow. Our
preferred approach to integrating biometric sensors is to rely on secure models with a certified chain of trust
and remote attestation (as described in task “chain of trust” above) to cryptographically verify their expected
behavior, specifically not to leak raw biometric sensor data to third parties, to return live data, and not to
selectively censor any events. However, large VSNs have already been deployed in many cities, and it is
unlikely that these will be completely modernized in the near future. Under the assumption of a realistic
attacker model, we will therefore develop a decentralized reputation system for personal agents to accumulate
feedback on sensors coupled with short-lived certificates to provide “soft” trust for legacy VSNs.

16 Area D: Network (service discovery and communication)

For mutual discovery and communication of personal agents, biometric sensors, and verifiers for each trans-
action, we face a set of hard requirements: a) global scalability, b) decentralized architecture, c) privacy pre-
serving, and d) low latency. As outlined above (in section 10), no currently deployed network protocols fulfill
all these requirements at the same time. To cope with these requirements all together, we propose a protocol
consisting of 3 consecutive phases of operation. Phase 1 is responsible for pre-selection in service discovery
with a special focus on worldwide scalability. Phase 2 selects the specific counterpart for service use in a
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privacy-preserving way (with less focus on scalability due to the previous pre-filtering). Phase 3 handles bidi-
rectional service communication (i.e. all transactions within Digidow) using a multi-hop overlay network route
and aiming for low-latency service usage.

Although the network protocol phases are strictly consecutive during run-time execution, tasks will partly
overlap during the project to support iterations in requirements and protocol design between the phases. Con-
cerning all phases, the fundamental question on which party should initiate the communication needs to be
investigated. At the moment we believe the personal agent to be best suited for the initiator role because it
holds the digital model of the individual and hence is able to contribute to geospatial filtering. As this choice
has an impact on scalability, privacy and latency, we will elaborate on this question in detail.

Scalable service discovery Building upon our central concept of DSM (section 12), we will apply geospatial
filtering as a fundamental concept to solve scalability and latency in service discovery. In a first phase, we will
evaluate the suitability of DNS for geographically based services, in particular as a slowly changing index for
discovering biometric sensor and verifier infrastructure.

Private service discovery is necessary to keep colluding verifiers and assumed global adversaries from un-
covering real identities behind cryptographic pseudonyms. This includes hiding the IP addresses of personal
agents, which would make de-anonymization by traffic correlation trivial. While phase 1 can be used to discover
services in the geographic target region (and rely on k-anonymity if the region is sufficiently populated), dis-
covering and using the final service needs to be done via overlay networks with a separate network addressing
scheme. We will evaluate DHT as a well-understood approach for global, decentralized overlay routing.

Scalability of phases 1 and 2 will be evaluated together by quantitative analysis in a wide-scale simulation.
Depending on the complexity (and therefore expected computational load) of network protocols for secure
agents developed in areas A and C, we will either run the simulation on our local private cloud infrastructure at
INS or rent instances on public clouds like Amazon or Google (cf. other costs in Table 2).

Low-latency service use We differentiate explicitly between service discovery and use. Cryptographic com-
munication typically requires synchronous request/reply message types e.g. for live biometric authentication
and remote attestation (cf. sections 13 and 15). A first prototype will use Tor [71] infrastructure as a specific,
widely deployed onion routing network to provide low-latency bidirectional communication between personal
agents and biometric sensors on one and verifiers on the other leg of the 3-way cryptographic protocols. A par-
ticular challenge is to bind the result of (asynchronous) private service discovery in phase 2 to (synchronous)
service use in phase 3 without leaking network identities. To this end, we will evaluate using the .onion domain
space for transaction-specific, one-time identifiers derived from pseudonyms using identity-based cryptography.

Fail-over strategies will be required for any realistic use of packet-switched global networks. Potential ap-
proaches include multiple instances and caching, but without invalidating liveness guarantees for biometric
authentication. Specific requirements will heavily depend on the protocols developed in phases 1 to 3.

17 Scientific process

The scientific process for areas A–D will be iterative:
1. Systematic analysis of functional and non-functional requirements

2. Systematic (literature and existing prototypes) review of potential options to design a solution

3. Development of working code to study the relevant requirements
a) for studying the viability of approaches to biometric authentication, tracking, and personal agent trust,

we will use rapid prototyping to integrate existing approaches with new designs
b) for studying scalability of network and cryptographic protocols, we will use simulations

4. Qualitative and quantitative evaluation (including user studies) concerning the overall goals, with recourse
to previous steps if necessary: to step 1 when requirements turn out to be conflicting (cf. section 18 and
Table 1), to step 2 when the current set of options is exhausted, or to step 3 when the current design seems
qualitatively sound, but is lacking in a quantitative sense.

The duration of each iteration is not defined statically, but depends on current challenges in each of the areas.
However, we will create a deliberate synchronization point for steps 3 and 4 once every project year to build a
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Area Risk Alternative
Area A Biometric matching pipeline

cannot be separated over trust
boundaries

Raw biometric measurements need to be transmitted to the
personal agent for matching, with the disadvantage of requir-
ing stronger trust assumptions.

Area B Merged probabilistic DSM be-
comes too complex for realis-
tic implementation in personal
agent

Multiple interacting partial models can be used to implement
separate aspects of the DSM, with the probable implication
that decision-making rules will be more complex by consult-
ing multiple models.

Area C No existing language/platform is
sufficient in terms of the evalua-
tion criteria

Stronger focus on mitigation techniques including more fine-
grained compartmentalization and additional run-time verifi-
cation — at the cost of more computational/memory overhead
and lower performance during execution.

Area C Combination of formal specifi-
cation and realistic implemen-
tation of personal agent is too
complex for current methods on
formal validation

Partial validation of only core parts of the code in combina-
tion with extended static and dynamic code verification still
go significantly beyond current state-of-the-art in secure code,
but will not offer formal security proofs. This option there-
fore requires combination with organizational security mea-
sures such as external certification agencies in addition to the
technical measures applied within the project (similar to cur-
rent hardware/software certification standards like EAL).

Area D Private, synchronous service use
cannot be guaranteed

Cryptographic protocols for attestation and authentication
need to be redesigned to support near-synchronous commu-
nication.

Table 1: Main risks and potential alternatives

single prototype integrating all recent results from the four areas and to evaluate the overall architecture with
regards to main project goals (cf. section 19).

18 Risks and alternatives

All areas and the associated tasks carry various risks. Especially the fundamental challenges of establishing
trust in a decentralized system and global scalability require novel methods to be designed, prototyped and
evaluated. We are confident that the overall concept of Digidow is the only workable solution given our set
of goals, but are aware of significant risk in reaching some of the sub-goals described above. The currently
perceived main risks and potential alternative courses of action are summarized in Table 1 as a starting point
for deviations from the current, tentative project plan (as outlined in Figure 1).

19 Detailed work plan

Figure 1 gives a tentative overview of the length and order of the tasks described above. Every area has a
dedicated area leader (post-doc researcher if possible), as described below. There will be no static assignment
of PhD students to tasks, but the work plan balances load across all project years. Lighter colors indicate tasks
for which the theoretical groundwork is well understood and which require research on evaluating different
approaches and adapting them for the Digidow architecture. Darker colors indicate that more fundamental
research is required before even all aspects of the problems can be fully understood, and which are therefore
associated with higher risk to the overall project goals at the time of this writing.

At the end of each project year, we will build one consolidated prototype integrating all current results from
the four areas. These will act as proof-of-concept demonstrators to allow easier communication of insights and
directions to a wider audience, and will guide research questions in the subsequent year.

20 Collaborations and the intellectual environment at the host institution

Since insecure – and more generally incorrect – code is undoubtedly one of the biggest problems in current
computer science, embedding the project at JKU guarantees there is a possibility for fruitful discussions and

12



Mayrhofer Part B2 DIGIDOW

A
re

a 
A

:
Au

th
en

tic
at

io
n

A
re

a 
B:

Tr
ac

ki
ng

A
re

a 
C:

Tr
us

t
A

re
a 

D
:

N
et

w
or

k

Years 1 2 3 4 5

biometric template storage multi-party authentication protocols

identity federationface authentication

Prototypes
(tentative
examples)

physical location model digital behaviour model

physical tracking & event handling

merged
probabilistic

models

digital shad ow
 proto type deplo ym

ent

chain of trust

dynamic exec. verification

reputation of sensors

safe languages

unikernel VMs

code compartmentalization

secure cloud hosts

formal code verification

pe
rs

on
al

 a
ge

nt
 

on
 p

ho
ne

ho
st

ed
 a

ge
nt

 
w

ith
 lo

ca
l a

ut
h.

ho
st

ed
 a

ge
nt

 
w

ith
 r

em
ot

e 
au

th
.

ag
en

t i
nt

er
ac

tin
g

w
ith

 in
fr

as
tr

uc
tu

re

fin
al

 
pr

ot
ot

yp
e

scalable service discovery

private service discovery

low-latency service use

DSM definition and refinement

semi-formal specification

fail-over
strategies

Figure 1: Tentative work plan, subject to change depending on results in respective previous tasks.

to acquire additional expertise if needed. “Secure Code” is a newly established strategic research focus at
JKU, and the PI collaborates intensively with the groups of Prof. Armin Biere (Formal Verification, SAT solv-
ing technology), Prof. Alexander Egyed (Software Engineering with a focus on the impact of change), and
Prof. Hanspeter Mössenböck (Systems Software with extensive practical experience with compilers and Java
run-time environments). Additionally, there is a strong background on machine learning at JKU, including
the Institute of Bioinformatics chaired by Prof. Sepp Hochreiter, a pioneer in deep learning techniques and
the Department of Computational Perception chaired by Prof. Gerhard Widmer, currently on an ERC Ad-
vanced Grant on applying machine learning techniques to detecting emotion in music. Finally, the Institute of
Pervasive Computing chaired by Prof. Alois Ferscha has extensive experience with many of the use cases in
ubiquitous/pervasive computing that will be enabled or supported by Digidow. This combination of available
outstanding expertise offers an excellent scientific environment for this project.

Specifically for visual sensor networks, the PI has already initiated a collaboration with Prof. Bernhard
Rinner at the Alpen-Adria-University Klagenfurt, and will through this cooperation gain access to existing
prototypes on camera systems equipped with TPMs, accelerating prototype work in areas B and C.

We explicitly note that these collaborators do not require financial resources from this project grant.
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Concerning many aspects of creating and using digital ID, Austria has long experience with e-government in
the form of the national citizen card (Bürgerkarte). The JRC u’smile lead by the PI in close coordination with
INS is co-funded by the Austrian state printing house (Österreichische Staatsdruckerei), NXP Semiconductors,
A1 Telekom Austria, and Drei-Banken-EDV under the lead of the PI. The PI is therefore already in close
cooperation with the required technology (smart cards, person registers) and use case partners (mobile network
operator, banks) for evaluating prototypes of digital identity systems, and leads the only consortium in Austria
working on a digital (mobile phone) driving license. Together with the Finnish person register, we will create an
intra-European standard for digital ID that will directly benefit from identity federation developed in Digidow.

Section c: Resources (including project costs)
For this project, I request funding for a total of e1.992.750, mainly for personnel and costs associated with
travel and publications. An overview of all costs and the total budget including overheads is shown in Table 2.
The amounts written in brackets show the actual personnel costs that will be covered by the host institution and
not requested to the project — respectively the total actual budget.

Total in Euro

PI (196 800)

Senior Staff (203 700)

Postdocs 681 600

PhD Students 767 600

(44 000)

(1 893 700)   1 449 200

50 000

25 000

Consumables 25 000

Publications 37 500

7 500

145 000

(2 038 700)   1 594 200

(509 675)       398 550

0

0

(2 548 375)    1 992 750

1 992 750 

Cost Category

Direct 

Costs

Personell

i. Total Direct Costs for Personnel (in Euro)

Travel Costs

Equipment

Other goods

and services

ii. Total Other Direct Costs (in Euro)

Other (Management/Technical)

Other (Audit)

Total Requested EU contribution (in Euro)

A - Total Direct Costs (i + ii) (in Euro)

B - Indirect Costs (overheads) 25% of Direct Costs in Euro

C1 - Subcontracting Costs (no overheads) (in Euro)

C2 - Other Direct Costs with no overheads (in Euro)

Total Estimated Eglible Costs (A + B + C) (in Euro)

Please indicate the duration of the project in months: 60

Please indicate the % of working time the PI dedicates to the
project over the period of the grant:

40%

Please indicate the % of working time the PI spends in an EU
Member State or Associated Country over the period of the grant:

90%

Table 2: Summary of all eligible costs and total project cost estimate, rounded to whole Hundreds.

Personnel As head of the Institute of Networks and Security (INS), research on digital identities is a strategic
topic for the PI and the whole INS staff. 40% of my work time (which is nominally 40h/week) will be dedicated
specifically to project Digidow for management and for providing personal research input. Due to the duties
as head of the institute, I will be spending most of my time at JKU, but may take one sabbatical term (up to 6
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months out of 60) for research leave at another academic institution, potentially outside the EU.
For Digidow, we will require 5 full-time researchers working exclusively on the project, with at least 2 out

of 5 as post-doc to assist in managing areas A and D. Two staff members financed by JKU will contribute
to managing areas B (Heinrich Schmitzberger, already post-doc) and C (Michael Hölzl, expected to finish his
PhD shortly after the start of project Digidow). These are listed in the budget as contributing JKU staff without
requesting funding for their employment. Other key members listed below and PhD students to be employed
need to be funded by the Digidow budget.

The amount of funding per year is based on typical amounts for scientific staff in Austria (collective contract
for Universities). Basic infrastructure and office space are provided by the host institution (JKU) and are paid
through the overhead. Note that personnel costs have been based on the yearly wage index increase which
is usually around 3% in Austria. We are also planning for one audit, which will be performed in order to
guarantee formally correct cost statements. Additional “other” costs are for renting computational resources
for large-scale simulations on service discovery protocols scalability.

Travel and publications costs The PI, post-docs, and PhD students are expected to – on average – travel to
one international and one European conference per year to present results or participate in relevant workshop
discussions. Travel costs are therefore estimated with e2.500 per person per year. Instead of conference
travel in a specific year, some staff members may visit collaborators and their research groups for more direct
exchange. Additionally, we expect costs for open access publications in the range of e2.500 per publication
with an estimate of 3 publications per year.

Equipment The only requirement of hardware per person is a laptop computer and reasonable desktop equip-
ment for people hired directly on the project. These are included mainly in the budget for the first years and are
expected to be used throughout the project duration, with some upgrades in later years.

Consumables Most other equipment required for the scientific areas A–D (e.g. biometric sensors, embedded
hardware boards for personal agent prototypes, setup equipment for user studies, current mobile devices as
prototype hardware, etc.) is classified as consumables according to Austrian tax law.

Project team

René Mayrhofer (head of the Institute of Networks and Security, INS) will act as principal investigator. He
will contribute research input specifically to the DSM, embedded systems design, systems security, and cryp-
tographic protocols, and will also be responsible for defining aims for the yearly project-wide prototypes and
tracking associated cross-area integration efforts. In addition to project leadership outside his academic career,
he currently has the same role in the Josef Ressel Center for User-friendly Secure Environments (JRC u’smile,
funded until Sept. 2017) and is therefore experienced in managing a project group of comparable size.

Heinrich Schmitzberger is currently a post-doctoral researcher at INS and, having done his PhD on WiFi
based location tracking [27, 28], will be working on the issues of areas B and D.

Michael Hölzl is a 3rd-year PhD candidate at the time of this writing, but is expected to hand in his PhD thesis
shortly after the possible start of project Digidow. With his experience on cryptographic protocols, smartcard
authentication [51, 54, 83, 84] and privacy-conscious digital identity, he will work mostly in area C and multi-
party cryptographic authentication protocols in area A.

Rainhard Findling is a 3rd-year PhD candidate at the time of this writing, and is also expected to hand in his
PhD thesis shortly after the possible start of project Digidow. Based on his experience with face authentica-
tion [85, 86] and other sensor based authentication methods [87, 88, 89], he will contribute to area A.

Michael Sonntag is the expert on Internet and data protection laws at INS. He will contribute to the analysis of
legal aspects and their implications to Digidow, e.g. on cross-country identity federation protocols, certification
of secure code and respective chains of trust, or requirements on storing biometric templates.

Additional personnel in the form of additional PhD students and/or post-doc researchers will be selected with
the typical process of public, open job announcements on international web portals and mailing lists.
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