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ABSTRACT
Direct Anonymous A�estation (DAA) is a privacy preserving au-

thentication protocol initially designed for Trusted Platform Mod-

ules (TPMs). �is cryptographic protocol, and some of its exten-

sions such as Intel’s Enhanced Privacy ID (EPID), have been widely

deployed in millions of chips. Usually, part of the a�estation com-

putation is delegated to the host (in most cases, either a PC or a

smartphone) embedding the TPM, which is generally much more

powerful. However, in Machine-to-Machine (M2M) and Internet

of �ings (IoT) use cases, the host may be as resource constrained

as the TPM. Furthermore, any malware residing in the host may

enable the tracking of the TPM owner.

In this paper, we propose an e�cient DAA scheme, de�ned on

elliptic curves, that involves bilinear pairings computations only on

the veri�er’s side. Consequently, all computations on the platform

side required to verify the validity of a group signing key or to

generate a DAA can be, contrarily to previous solutions, entirely

carried out by a resource constrained TPM. Our DAA scheme, which

is more e�cient than all existing DAA schemes, is formally proven

secure under a variant of the LRSW assumption and can be extended

to support private key and signature based revocations as well as

group signing keys with a�ributes. As it is suitable for resource

constrained environments such as SIM cards, our DAA scheme

can be of particular interest for M2M applications involving a SIM

card. More precisely, we show how to design a privacy-preserving

authentication protocol for embedded SIMs (eSIM) so as to cope

with a real issue that has arisen at GSM Association (GSMA). By

implementing our DAA scheme on a Global Platform compliant

SIM card, we show its e�ciency and suitability for real-world use

cases. Actually, a TPM can be anonymously authenticated in only

169 ms.
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1 INTRODUCTION
Direct Anonymous A�estations (DAAs), introduced by Brickell, Ca-

menisch and Chen [7] and standardized by the Trusted Computing

Group (TCG) in 2004 [34], originally aimed to allow the anonymous

authentication of a particular hardware module, known as Trusted

Platform Module (TPM) (e.g. a secure element in a smartphone), to

an external party (e.g. a service provider). �ereby, the TPM can be

remotely authenticated whilst preserving the privacy of its owner.

Over the last years, DAAs have been widely deployed. Indeed, more

than 500 million TPMs have been sold and Intel’s DAA extension,

known as EPID, have been in use in over 2.4 billion devices [22].

DAA schemes can be considered as a particular group signature

scheme that does not support signature opening capabilities, but

instead, ensures the linkability of signatures created by the same

module (i.e. using the same key) with respect to the same basename,
denoted bsn. Owing to the limited computational capabilities of

TPMs, the signature is jointly created by the TPM and the host

embedding it (e.g. a PC or a smartphone), which is more powerful

but untrustworthy.

Related work. Following Brickell et al. scheme [7], several DAA

schemes have been proposed [7, 9, 11–18, 21], with the main pur-

pose of improving e�ciency, reducing the required TPM resources

or providing formal security de�nitions. Some of these proposals

[7, 9, 14] have even been adopted by the International Organization

for Standardization (ISO) [27].

A number of DAA extensions have also been proposed. Brickell

et al. [8, 10] introduced a DAA scheme, referred to as Enhanced

Privacy ID (EPID), which features enhanced revocation capabili-

ties. Indeed, EPID enables the revocation of a platform based on a

signature that it has previously generated, without knowledge of
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the platform secret key. Recently, Chen et al. [17] proposed DAA

with a�ributes (DAA-A) which, as its name implies, support group

signing keys with a�ributes that can be selectively disclosed. For

instance, when producing the signature, the TPM can reveal the

a�ribute corresponding to its group signing key expiry date whilst

keeping the remaining ones hidden.

In [4], Bernhard et al. introduced a special DAA scheme, referred

to as pre-DAA, where all the computations on the platform side are

performed by the TPM and none is delegated to the host. However,

Bernhard et al. scheme requires pairing computations during the

join phase, which makes it unsuitable for resource constrained

environments such as SIM cards.

Furthermore, some works [2, 20, 28] have focused on the imple-

mentation of DAA or anonymous credentials schemes in resource

constrained environment such as smart cards.

Unfortunately, many DAA schemes turned out to be insecure.

Indeed, Camenisch et al. [13] have recently shown that some DAA

security models do not really cover all the required security prop-

erties. Worse still, they identi�ed �aws in many LRSW-based DAA

schemes [13] as well as in the security proofs of several DAA

schemes based on the q-Strong Di�e Hellman (q − SDH) assump-

tion [11].

Contributions. In this paper, our contributions are twofold. First,

we propose an e�cient LRSW-based pre-DAA scheme where, con-

trarily to previous proposals, all computations on the platform side

are carried out by the TPM. �is avoids any tracking of the user

through malwares that may reside in the host. Since it is pairing-

free on the platform side, our proposal is suitable for resource

constrained environments like SIM cards (which cannot handle

pairing computations or even computations in either G2 or GT ).

Furthermore, it can be easily extended to support private key and

signature based revocations as well as group signing keys with at-

tributes. Our pre-DAA scheme is proven to ensure all the required

security properties in the game-based security model de�ned by

Bernhard et al [4] (which models the host and the TPM as a same

entity). By implementing it on a standard SIM card, we con�rm its

e�ciency and suitability for resource constrained environments

and concrete real world applications.

�en, based on our pre-DAA scheme, we address an issue that

has arisen at GSMA by designing a privacy-preserving protocol

enabling the anonymous authentication and identi�cation of an

embedded SIM (eSIM) to a Mobile Network Operator (MNO) in-
dependent entity known as discovery server. �ereby, following a

change of MNO, an eSIM can be remotely provisioned with its new

network pro�le while protecting the privacy of its owner against a

malicious discovery server.

Organization. �e paper is structured as follows. Section 2

introduces the necessary building blocks. �en, Section 3 provides

an overview on DAA schemes as well as their security requirements,

and details our construction. In Section 4, we brie�y recall the

eSIM remote pro�le provisioning procedure before describing our

privacy-preserving protocol. Finally, Section 5 provides e�ciency

evaluations as well as implementation benchmarks of our pre-DAA

scheme on a GlobalPlatform compliant SIM card.

2 BUILDINGS BLOCKS
In this section, we introduce the main building blocks of our pre-

DAA scheme. First, we review bilinear maps and zero-knowledge

proofs of knowledge (ZKPKs). �en, we de�ne the required com-

putational assumptions.

In the sequel, we use the notation x
R
←− X or x ∈R X to state

that x is chosen uniformly at random from the set X .

2.1 Bilinear maps
Bilinear groups are a set of three cyclic groups G1, G2 and GT
of prime order p along with a bilinear map, also called pairing,

e : G1 × G2 → GT satisfying the following three properties:

- For allд ∈ G1, д̃ ∈ G2 and (a,b) ∈ Z2

p , e(дa , д̃b ) = e(д, д̃)
a .b

;

- For д 6= 1G1
and д̃ 6= 1G2

, e(д, д̃) 6= 1GT ;

- e is e�ciently computable.

Pairings are classi�ed into three main types depending on the

existence (or not) of computable isomorphism(s) between G1 and

G2. It is noteworthy to mention that Type-3 pairings (i.e pairing

groups where there exists no e�cient isomorphism between G1

and G2) provide the most e�cient operations in G1 [1].

2.2 Zero-Knowledge Proof of Knowledge
Zero-Knowledge Proofs of Knowledge (ZKPKs) allow a prover P

to convince a veri�er V that he knows some secrets verifying a

given statement without revealing anything else about them. In

the sequel, they are denoted by the usual notation π = PoK{α , β :

statements about α , β}where Greek le�ers correspond to the knowl-

edge of P.

A ZKPK should satisfy three properties, namely (1) completeness
(i.e. a valid prover should be able to convince an honest veri�er with

overwhelming probability), (2) soundness (i.e. a malicious prover

should be rejected with overwhelming probability), and (3) zero-
knowledge (i.e. the proofs reveal no information about the secret(s)

except that they satisfy the given statement).

In addition to classical ZKPKs (such as proofs of knowledge of a

discrete logarithm or proofs of equality of discrete logarithms), our

pre-DAA scheme relies on ZKPK of inequality of discrete logarithms

(for signature-based revocations). Such proofs have been introduced

by Brands in [5].

2.3 Computational hardness assumptions
�e security of our DAA schemes relies on the by now classical

following assumptions.

2.3.1 LRSW Assumption. LetG be a cyclic group of prime order

p and д be a generator of G. �e LRSW assumption [29] states that,

given X0 = дx0
, X1 = дx1

and an oracle OLRSW
X0,X1

that takes on input

a messagem ∈ Zp and outputsA = (a,ax1 ,ax0+mx0x1
) such that a is

randomly chosen, it is hard to compute A′ = (a′,a′x1 ,a′x0+mx0x1
)

for another value a′, ifm has not already been queried to the oracle

OLRSW
X0,X1

.

To prove the security of their signature schemes, Pointcheval and

Sanders [32] introduced two new assumptions which are variants

of the classical LRSW assumption in Type-3 bilinear groups. In
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what follows, we recall the �rst assumption which is proven secure

in the generic group model [30, 31, 33].

2.3.2 Assumption 1. Let (G1,G2,GT ,p, e) be a bilinear group

se�ing of Type 3, with h and
˜h two generators of G1 and G2 respec-

tively, which are of prime order p. �e assumption 1 [32] states

that, given (h,X1, ˜h, X̃0, X̃1) whereX1 = hx1
, X̃0 =

˜hx0
and X̃1 =

˜hx1

such that x0, x1 ∈R Z
∗
p and having an unlimited access to an oracle

O1 which, on input m ∈ Zp , chooses a random u ∈ G1 and outputs

the pair P = (u,ux0+mx1
), it is hard to e�ciently generate a valid

pair P , with u 6= 1G1
, for a new m∗ that has not been queried to O1.

2.3.3 Decisional Di�ie-Hellman (DDH) assumption. Let G be a

cyclic group of prime order p. �e Decisional Di�e-Hellman DDH
assumption [6] states that, given a generator д ∈ G, two random

elements дa ,дb ∈ G and a candidate X ∈ G, it is hard to decide

whether X = дab or not.

2.3.4 One-More Discrete Logarithm (OMDL) assumption. Let

G be a cyclic group of prime order p, д a generator of G, O1 a

challenge oracle that returns a random element Y ∈ G and O2

a discrete logarithm oracle with respect to the base д. �e One-

More Discrete Logarithm OMDL assumption [3] states that, a�er

t queries to O1 (where t is chosen by the adversary) and at most
(t − 1) queries to O2, it is hard to recover the discrete logarithms of

all received t elements.

2.3.5 eXternal Di�ie-Hellman (XDH) Assumption. Let G1, G2

and GT be three cyclic groups of prime order p and a bilinear map

e : G1 × G2 → GT . �e eXternal Di�e-Hellman assumption,

denoted by XDH, states that the DDH assumption holds in G1.

3 A PRACTICAL AND SECURE PRE-DAA
3.1 Overview
Stakeholders. Usually, a DAA scheme involves four main entities:

an issuer I, a TPM P, a hostH and a veri�erV . In our pre-DAA

scheme, all computations on the platform side are carried out by

the TPM. �us, it does not involve any host. In the sequel, the term

platform will sometimes be used to refer to the TPM.

Overview. Our pre-DAA scheme consists of �ve phases: (1) A

Setup phase where the system public parameters are initialized.

(2) A Key Generation phase enables the generation of the issuer’s

private and public keys. (3) �e Join phase allows a platform P

to obtain its group signing key, which is issued by I. (4) Dur-

ing the Sign phase, the platform P uses its group signing key to

anonymously sign a messagem with respect to a given basename

bsn. Finally, (5) the Verify phase enables to check the validity of a

signature.

3.2 Security requirements
In addition to the usual correctness property, a pre-DAA scheme

should satisfy three security properties, namely traceability, non-
frameability and anonymity [4]. Roughly speaking, they are de�ned

as follows (formal de�nitions are provided in Appendix A):

- Traceability: no adversary should be able to generate: (1) a

valid signature which cannot be traced to a secret key that

has been commi�ed to during an execution of the Join

protocol; or (2) two unlinkable signatures with respect to

the same basename and under the same secret key.

- Non-frameability: no adversary should be able to output:

(1) a signature that can be traced to a given user i who

has not produced a signature on the corresponding mes-

sage/basename pair; or (2) two signatures from di�erent

signers that are linkable even though they should not.

- Anonymity: given two identities and a signature, an adver-

sary should not be able to decide which one generated the

signature.

3.3 Our pre-DAA scheme
In this section, we design an e�cient and secure LRSW-based pre-

DAA scheme which, unlike previous proposals, requires no pairing

computations on the platform side to verify the validity of a group

signing key or to generate a DAA. �is makes it suitable for re-

source constrained environments such as SIM cards (which cannot

handle pairing computations). Besides, since all computations are

performed by the TPM, our pre-DAA scheme avoids the tracking

of the user through malwares that may reside in the host.

Hereina�er, we detail the �ve phases of our pre-DAA scheme

and depict the three main ones (i.e. Join, Sign and Verify) in Figure 1.

3.3.1 Setup. Generate the system public parameters denoted by

pp = (G1,G2,GT ,p,д,h, ˜h,H , e) where G1, G2 and GT are three

cyclic groups of order p, a k-bit prime, д,h are two random gener-

ators of G1 whereas
˜h is a random generator of G2, H is a hash

function H : {0, 1}∗ → G1 (that will be considered as a random

oracle in the security proof) and e : G1 x G2 → GT is a Type-3

bilinear map.

3.3.2 Key Generation. Choose two random values x0,x1 ∈R Z
∗
p

as the issuer’s private key, denoted дmsk , and compute the cor-

responding public key дmpk = (Cx0
= дx0hx̃0 ,X1 = hx1 , X̃0 =

˜hx0 , X̃1 =
˜hx1

) where x̃0 ∈R Z
∗
p . �en, prove knowledge of the

corresponding private keys x0, x1 and x̃0 by providing a ZKPK π

de�ned as π = {α , β ,γ : Cx0
= дαhβ∧X1 = hγ ∧X̃0 =

˜hα∧X̃1 =
˜hγ }.

Each platform P is provided with a public/private key pair

(esk, epk) which is used to authenticate it during the Join phase (i.e.
before receiving its group signing key). Each platform also selects

a random value s1 ∈R Z
∗
p as its secret key sk .

3.3.3 Join. To get its group signing key, the platform P and

the issuer I engage in the following protocol. First, the platform

computes Cs1
= X s1

1
, a commitment to its secret s1. �e platform

also builds a ZKPK π1 de�ned as π1 = PoK{α : Cs1
= Xα

1
} and

computes a signature S = Siдnesk (Cs1
) on it computed using esk .

Once done, it provides the issuer with Cs1
, S and the proof π1.

Upon their receipt, the issuer I �rst veri�es that Cs1
6= 1 and

checks the validity of the signature and proof π1. �en, he picks

b ∈R Z
∗
p and generates a pair (u,u ′) associated to s1 where u = hb

and u ′ = ux0Cbs1

= ux0+s1x1
. I also builds a ZKPK π2 to ensure

that the pair (u,u ′) is well-formed. �e proof π2 is de�ned as

π2 = PoK{α , β,γ : u = hα ∧ u ′ = uβCαs1

∧ Cx0
= дβhγ }. Finally,

the platform is provided with (u,u ′) along with π2. If u 6= 1 and

the proof π2 is valid, the platform sets its group signing key as

дsk = (u,u ′).
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Public Input: pp , epk, дmpk = (Cx
0
, X1, X̃0, X̃1)

(1) Join (i.e. Issuance of a group signing key)
Platform P Issuer I

Private Input: x0, x1, x2

Compute Cs
1
← X s

1

1
, S = Siдnesk (Cs

1
)

Build π1 = PoK{α : Cs
1

= Xα
1
}

Cs
1
,S,π

1

−−−−−−−−−−→ Check π1 and S

Choose b
R
← Z∗p

Compute u ← hb , u′ ← ux0Cbs
1

Check π2

lu,u′,π
2
l

←−−−−−−−−−−− Build π2 = PoK{α, β, γ : u = hα ∧ u′ = uβCαs
1

дsk ← (u, u′) where u′ = ux0
+s

1
x

1 ∧Cx
0

= дβ hγ }

(2) Sign and Verify Protocols
Platform P Veri�er V

Additional Public Input: bsn
Private Input: (u, u′), s1

Choose l
R
← Z∗p

Computew ← ul , w′ = (u′)l
Compute c1 ← ws

1 , T ← H(bsn)
s
1

Build π3 = PoK{α : c1 = wα ∧T = H(bsn)
α }

m,w,w′,c
1
,T ,π

3

−−−−−−−−−−−−−−−−−→ Check if e (w, X̃0) · e (c1, X̃1)
?

= e (w′, ˜h)

Check π3

Details of the proof π3 :

Choose a1

R
← Z∗p

Compute t1 ← wa
1 , t2 ← H(bsn)

a
1

Compute c = H(t1, t2,m, Ch)

π
1
,π

1
Chπ

2
,pi

←−−−−−−−−−−−−−−−− ChooseCh ∈R Z∗p

Compute R1 ← a1 + cs1(mod p)

π ,π
2
c,R

1
π

2
,π

−−−−−−−−−−−−−−−−→ Compute t ′
1

= wR
1 c−c

1

Compute t ′
2

= H(bsn)
R

1T −c

Check if H(t ′
1
, t ′

2
,m, Ch)

?

= c

Figure 1: Our LRSW-based pre-DAA scheme

3.3.4 Sign. To anonymously sign a message m ∈ {0, 1}∗ with

respect to the basename bsn, the platform P proceeds as follows.

First, it randomly selects l ∈R Z
∗
p , then computes w = ul and

w ′ = (u ′)l , a randomized version of its group signing key. It also

computes c1 = ws1
and T = H (bsn)

s1
. Moreover, P needs to prove

that the same secret is commi�ed to in both c1 and T .

Accordingly, P providesV with the message m as well as the

signature σ = (w,w ′, c1,T ,π3) where π3 is a ZKPK de�ned as π3 =

PoK{α : c1 = wα ∧T = H (bsn)
α } (see Figure 1).

3.3.5 Verify. To check the validity of a signature σ de�ned as

σ = (w,w ′, c1,T ,π3),V �rst veri�es thatw 6= 1,T 6= 1 and e(w, X̃0) ·

e(c1, X̃1) = e(w ′, ˜h). If so, it checks the validity of π3. �e signature

is considered valid if, and only if, all checks succeed.

Theorem 3.1. Our pre-DAA scheme provides traceability under
the assumption 1, non-frameability under the OMDL assumption
and anonymity under the XDH assumption, in the random oracle
model1.

3.4 Possible extensions
In this section, we explain the possible extensions of our pre-DAA

scheme so as to support private-key and signature-based revoca-

tions as well as group signing keys with a�ributes.

1
�e proofs are provided in Appendix B.

3.4.1 Platform Revocation. Our scheme can be extended to sup-

port private-key as well as signature-based revocations. To this

end, we introduce an additional entity: a revocation manager R (it

could be the same entity as the issuer). R handles the management

of two revocations lists: KeyRL , a private key based revocation list,

and SignRL , a signature based revocation list. Initially, both lists

are empty.

- Revocation based on a private key: to revoke the platform

whose secret key and associated group signing key are

respectively si
1

and (u,u ′), R �rst veri�es the correctness

of (u,u ′) with respect to si
1
. To do so, it checks that u 6= 1

and e(u, X̃0) ·e(u, X̃1)
s i

1 = e(u ′, ˜h). If both checks succeed, R

updates the private key based revocation list by appending

si
1

to it: KeyRL = KeyRL ∪ {s
i
1
}. Henceforth, upon the

receipt of a signature σ = (w,w ′, c1,T ,π3), the veri�erV

additionally computes Tj = H (bsn)
s j

1 ,∀s
j
1
∈ KeyRL and

checks that none is equal to T (i.e. T 6= Tj ,∀j). If so, the

signature is considered valid (i.e. it has not been produced

by a revoked platform).

- Revocation based on signature: to revoke the platform which

has created the signature σi on the message m, R �rst ver-

i�es the validity of the signature σi . To do so, it checks

that w 6= 1, e(w, X̃0) · e(c1, X̃1)
?

= e(w ′, ˜h) and π3 is valid. If

so, R updates the signature based revocation list SignRL =

SignRL ∪ {(bsni,Ti = H (bsni)
s i

1 )}. To support this type
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of revocation, some changes are required in the Sign pro-

tocol. More precisely, when signing a message m, the

platform P must also build a ZKPK π rj associated to each

pair (H (bsnj),Tj = H (bsnj)
s j

1 ) ∈ SignRL . �e proof is

de�ned as π rj = PoK{α : T = H (bsn)
α ∧Tj 6= H (bsnj )

α }2.

3.4.2 From pre-DAA to pre-DAA-A. Our pre-DAA scheme can

also be extended to support group signing keys with one or several

a�ributes t1, . . . , tn . To do so, some changes are required and the

issuer should have as many additional private keys as a�ributes.

Hereina�er, we describe the extension of our pre-DAA in the case

of one a�ribute denoted s2. Since this a�ribute may have a small

entropy (e.g. an expiry date), unlike s1, we provide a pre-DAA-A

scheme which perfectly hides its value.

�e Setup phase remains the same whereas the other phases are

updated as follows.

Key Generation. �e issuer holds an additional secret key x2

which is chosen at random and associated to the public

values X2 = hx2
and X̃2 =

˜hx2
. It should also prove knowl-

edge of the corresponding private keys x0, x̃0, x1 and x2

by providing a ZKPK π de�ned as π = {α , β,γ ,δ : Cx0
=

дαhβ ∧X̃0 =
˜hα ∧X1 = hγ ∧X̃1 =

˜hγ ∧X2 = hδ ∧X̃2 =
˜hδ }.

Join. To get its group signing key on the secret s1 6= 0 and the

a�ribute s2, P computes C = X s1

1
X s2

2
, a commitment to

s1 and s2. �e TPM also builds a ZKPK π1

3
de�ned as

π1 = PoK{α , β : C = Xα
1
X
β
2
}. Once done, it provides the

issuer with C as well as the proof π1 and a signature S =

Siдnesk (C) on it computed using esk . Upon their receipt,

the issuer �rst veri�es the validity of the signature and

the proof π1. �en, he picks b ∈R Z
∗
p and generates a

pair (u,u ′) associated to both s1 and s2 where u = hb and

u ′ = ux0Cb . Finally, the user is provided with (u,u ′) along

with a ZKPK π2 de�ned as π2 = PoK{α , β,γ : u = hα ∧u ′ =

uβCα ∧ Cx0
= дβhγ }. If u 6= 1 and the proof π2 is valid,

the platform sets its group signing key as дsk = (u,u ′) =

(u,ux0+s1x1+s2x2
).

Sign. P �rst computes w,w ′ and T as previously. �en, it selects

z1, z2, z3 ∈R Z
∗
p at random and computes c1 = ws1hz1 , c2 =

ws2hz2 , c ′ = w ′дz3 ,V = д−z3X z1

1
X z2

2
. A signature on m

and for bsn consists of σ = (w, c1, c2, c
′, V ,T ,π3) where

π3 = PoK{α , β ,γ , λ,ϕ : c1 = wαhγ ∧ c2 = wβhλ ∧ V =

д−ϕX
γ
1
X λ

2
∧T = H (bsn)

α }.

Verify. To check the validity of a signature σ with respect to a

messagem and a basename bsn,V �rst veri�es that w 6= 1

and T 6= 1, then checks that e(w, X̃0) · e(c1, X̃1) · e(c2, X̃2) =

e(c ′V , ˜h) and π3 is valid.

Hereina�er, we show that if all checks succeed, then this proves

that P knows a valid group signing key (w,w ′) on a secret s1 and an

a�ribute s2 such thatT = H (bsn)
s1

. Indeed, owing to the soundness

property of π3, P knows α , β ,γ , λ and ϕ such that c1 = wαhγ ,

c2 = wβhλ , V = д−ϕX
γ
1
X λ

2
and T = H (bsn)

α
. Since we know that

2
Such a proof of inequality of discrete logarithm has been introduced in [5].

3
For concurrent security, we could use the Damgard protocol [19] which converts any

Σ protocol into a three-round interactive ZKPK secure under concurrent composition.

e(w, X̃0) · e(c1, X̃1) · e(c2, X̃2) = e(c ′V , ˜h), we therefore have:

e(wx0wαx1hγ x1wβx2hλx2 , ˜h) = e(c ′д−ϕhγ x1hλx2 , ˜h)

�is implies that

wx0+αx1+βx2hγ x1hλx2
= c ′д−ϕhγ x1hλx2

and thus

wx0+αx1+βx2
= c ′д−ϕ

Let us denote by s1 = α , s2 = β andw ′ = c ′д−ϕ . We can therefore

conclude that P knows a valid group signing key (w,w ′) on a secret

s1 and an a�ribute s2 such that T = H (bsn)
s1

.

4 EMBEDDED SIM USE CASE
4.1 Problem statement
Some Machine to Machine (M2M) devices, like smart meters for

example, are not designed in a way enabling the removal or replace-

ment of the SIM card. In fact, the la�er is either hardly accessible

or even welded in the device at its manufacture. �us, there is no

way to switch from one network operator to another.

To cope with this issue and provide more �exibility, the GSM

Association (GSMA) introduced a new generation of SIM cards

referred to as embedded SIM (eSIM), or eUICC, which enables the

change of the subscription associated to a SIM card while keeping

the same chip and level of security as classical SIM cards. �e GSMA

also proposed an architecture for Over-�e-Air (OTA) remote SIM

provisioning with its new network pro�le [23–26]. �is architecture

involves a Mobile Network Operator (MNO) independent third party

known as Subscription Manager Discovery Server (SM-DS). �e

la�er mainly aims to provide an eSIM with the address of the server,

called Subscription Manager-Data Preparation+ (SM-DP+), that has

generated its new pro�le. �ereby, the eSIM can get in touch with

it to download its new network pro�le.

However, if no privacy-preserving mechanisms are set up, the

SM-DS would be able to trace the eSIM subscription changes all

along its life cycle, hence entailing some privacy concerns.

In this subsection, we brie�y explain how our pre-DAA scheme

can be used to design a privacy-preserving protocol that enables

the discovery server (SM-DS) to anonymously authenticate and

identify the relevant eSIM. �ereby, it can provide the eSIM with

the address of the corresponding SM-DP+ without knowing with

which eSIM it is currently interacting (i.e. without knowing the

unique identi�er, denoted by EID, of the eSIM).

4.2 Overview of the eSIM remote pro�le
provisioning procedure

�e remote eSIM provisioning architecture involves four main stake-

holders, namely an embedded SIM (eSIM) which is uniquely identi-

�ed by its eUICC identi�er EID, a mobile network operator (MNO), a

Subscription Manager-Data Preparation (SM-DP+) and an MNO in-
dependent third party known as a Subscription Manager-Discovery

Server (SM-DS). It is noteworthy to mention that the eUICC Manu-

facturer (EUM) is also indirectly involved as it handles the issuance

of the group signing key that enables the authentication of the eSIM

to the SM-DS and SM-DP+.

�e main steps that take place whenever the user changes the

subscription associated to an eSIM are as follows (see Figure 2):
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Figure 2: Remote Pro�le Provisioning Procedure (Automotive use case)

(1) Pro�le Generation: �e MNO asks a speci�c SM-DP+ to

generate the eSIM new pro�le. �e la�er will be securely

stored until its download by the corresponding eSIM.

(2) Noti�cation Registration: Once the pro�le has been gener-

ated, the SM-DP+ sends a noti�cation registration to the

SM-DS. It aims to inform the SM-DS of the availability of

a new pro�le for the eSIM identi�ed by EID in a given

SM-DP+.

(3) Discovery Request: �e eSIM queries its default SM-DS to

know whether there is a pending new pro�le for it. If

so, a�er authenticating and identifying the eSIM, the SM-

DS provides it with the address of the SM-DP+ that has

generated its new pro�le.

(4) Pro�le Download: �e eSIM contacts the relevant SM-DP+

so as to download its new pro�le. A�er mutually authen-

ticating each other, the eSIM is �nally securely provided

with its new network pro�le.

(5) Noti�cation De-Registration: Following a successful pro�le

download, the SM-DP+ noti�es the SM-DS. �us, the la�er

can delete the corresponding noti�cation as it is no longer

useful.

4.3 A privacy-preserving protocol for eSIM
Hereina�er, we explain how to design a privacy-preserving authen-

tication and identi�cation protocol for eSIM using our pre-DAA

scheme as the main building block. �ereby, an eSIM can recover

the address of the relevant SM-DP+ whilst preserving its owner’s

privacy with respect to the MNO-independent SM-DS.

Our privacy-preserving authentication and identi�cation proto-

col for eSIM consists of the following �ve phases:

Setup. It is exactly the same as the Setup phase of our pre-DAA

scheme.

Key Generation. Similarly to our pre-DAA scheme, each eSIM

manufacturer (EUM) randomly picks x0,x1,x2 ∈R Z
∗
p as

its private keys and computes the corresponding public

keys (Cx0
= дx0hx̃0 ,X1 = hx1 ,X2 = hx2 , X̃0 =

˜hx0 , X̃1 =

˜hx1 , X̃2 =
˜hx2

) where x̃0 ∈R Z
∗
p .

Group Signing Key Issuance. It is analogous to the Join phase

of our pre-DAA-A scheme. More precisely, upon its man-

ufacture, the eSIM randomly selects s ∈R Z
∗
p . �en, it

computes C = XEID′
1

X s
2

where EID ′ is a 256-bit iden-

ti�er derived from EID. Next, it builds the ZKPK π1 =

PoK{α , β : C = Xα
1
X
β
2
} that it sends to the EUM along

with C . If π1 is valid, the EUM randomly selects b ∈R Z
∗
p

and computes (u,u ′) where u = hb and u ′ = ux0Cb . �e

eSIM is provided with the pair (u,u ′) as well as a ZKPK

π2 that this pair is well formed. �e proof π2 is de�ned as

π2 = PoK{α , β ,γ : u = hα ∧ u ′ = uβCα ∧Cx0
= дβhγ }. If

the check of π2 validity succeed, the pair (u,u ′) is stored

in the eSIM as its group signing key.

Pro�le Generation. Following each subscription change, the Mo-

bile Network Operator (MNO) asks a given SM-DP+ server

to generate the eSIM new pro�le. As soon as the pro�le is

created, the SM-DP+ must notify the SM-DS that it holds a

new pro�le for a given eSIM. �is shall be done in a privacy-

preserving way (i.e. the SM-DS should not be able to know

the EID of the relevant eSIM). To do so, the SM-DP+ com-

putes the set S = {H (ds )
EID′ ,H (ds + 1)

EID′ , . . . ,H (ds +

Max )
EID′} such that ds and Max respectively correspond

to the subscription date and the time period during which

the new pro�le remains available for download (for exam-

ple, Max = 7 for an availability of 7 days). Obviously, the

subscription date and time period during which the pro�le

is available can be set according to di�erent time units (e.g.
days, hours, etc.). �e set S along withAddSM−DP+, which

denotes the address of the SM-DP+ that generated the new

pro�le, are forwarded to the SM-DS.

Discovery request. To download its new network pro�le, the

eSIM must �rst know which SM-DP+ holds it (i.e. the

address of the SM-DP+ that has generated it). To this end,

it generates an anonymous pro�le request that it transmits

to the discovery server (SM-DS). A request initiated at a

given date dc consists of the tag Idc = H (dc )
EID′

, where

bsn = dc , along with a signature σ on it. σ is de�ned

as σ = (w, c1, c2, c
′,V ,π3). �ese values are computed
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Schemes Sign Verify

LRSW based DAA schemes
CPS10 [16] 7G1 2G2

1
, 4P

CU15-1 [17] (7+n+u) G1 2G1 , 2Gn
1

, 2Gr
1

, 2Gu
1

, 6P

CDL16-1 [13] 9G1 2G2

1
, 4P

BFGSW13 [4] 7G1 2G2

1
, 4P

Our pre-DAA scheme 6G1 2G2

1
, 3P

q-SDH based DAA schemes
CF08 [18] 3G1 , 2GT , 2G2

1
, 1P 1G2

1
, 2G3

1
, 1G5

T , 3P

Ch10 [15] 3G1 , 1GT , 1G3

T 1G2

1
, 1G2

2
, 1G4

T , 1P

BL10 [9] 3G1 , 1G2

1
, 1GT , 1P 1G2

1
, 1G2

2
, 1G4

T , 1P

CU15-2 [17] 5G1 , 1G2+u
1

, 2P 1G2

1
, 1G4+n

1
, 2P

CDL16-2 [11] 4G1 , 1G2+u
1

, 1GT , 1P 1G2

1
, 1G2

2
, 1G4+n

T , 1P

CDL16 [12] 5G1 , 2G2

1
, 1G2+u

1
1G2

1
, 1G3

1
, 1 G5+n

1
, 2P

Table 1: DAA schemes e�ciency comparison

O�-line part (card)
Battery-On Battery-O�

(240-263) 252ms (753-831) 798ms

On-line part
Signature generation (card) Signature veri�cation (PC)

Battery-On Battery-O�
(5-15) 9ms

(154-164) 160ms (450-472) 462ms

Total On-line part
Battery-On Battery-O�

(159-179) 169ms (455-487) 471ms

Table 2: Timings ((min-max) average) in ms of the implementation of the Sign protocol

similarly to the Siдn protocol of the extended version of our

pre-DAA scheme, with s1 = EID ′, s2 = s andT = Idc . Upon

the receipt of a pro�le request, the SM-DS �rst veri�es that

w 6= 1 and e(w, X̃0) · e(c1, X̃1) · e(c2, X̃2) = e(c ′V , ˜h). If so, it

checks the proof π3. �e request is considered valid only

if all checks succeed. In such case, the SM-DS queries its

database to verify whether there is an entry with the same

Idc = H (dc )
EID′

. If it is the case, it provides the eSIM

with AddSM−DP+, the address of the corresponding SM-

DP+ from which the eSIM can download its new pro�le.

Otherwise, the discovery request is discarded.

5 EFFICIENCY COMPARISON AND
PERFORMANCE ASSESSMENT

In this section, we �rst compare the computational e�ciency of

our pre-DAA scheme to that of the most e�cient DAA schemes.

�en, we provide timings results of the implementation of the Sign
protocol of our pre-DAA scheme on a standard, GlobalPlatform

compliant, NFC SIM card.

5.1 E�ciency Comparison
In Table 1, we compare the e�ciency of our scheme with that of the

other DAA schemes. More precisely, we provide the total estimated

cost of generating a signature as well as the computational cost of

verifying it, since they are the most time critical phases.

We use the following notation: kGi and kG
j
i respectively denote

k exponentiations in the group Gi and k j-multi-exponentiations in

the group Gi whereas kP refers to k pairing computations. When

a�ributes are supported, n, r and u are used to denote the total

number of a�ributes, the number of revealed a�ributes and the

number of unrevealed ones respectively.

As shown in Table 1, LRSW-based DAA schemes are more e�-

cient than q − SDH-based schemes. More speci�cally, our pre-DAA

scheme has the most e�cient signing operation. Furthermore, aside

from [12] which was recently introduced by Camenisch et al., all

othersq−SDH-based DAA schemes require the platform to perform

either pairing computations or computations in GT for generating

a signature. Besides, all q − SDH and LRSW-based DAA schemes

require, contrarily to our proposals, pairing computations to ver-

ify the validity of a group signing key. �us, unlike our pre-DAA

scheme, they are not suitable for SIM cards which do not support

these kinds of computations. It is also worth mentioning that, as

stated in [11], the ZKPKs associated to the schemes [9, 15, 17] are

�awed (they do not really prove the possession of a valid group sign-

ing key). Furthermore, the security model used in [16] is �awed and

the underlying DAA is not proven secure in the game-based secu-

rity model introduced by Bernhard et al. [4]. �erefore, the security

of the DAA scheme proposed in [16] is questionable. We would

also like to emphasize that the DAA-A scheme proposed in [17]

does not, contrarily to our proposal, perfectly hide the value of the

group signing key a�ributes and should not be used in applications

where these a�ributes may have a small entropy.

5.2 Performance Assessment
Table 2 gives timing results of the implementation of our pre-DAA

scheme on a Javacard 2.2.2 SIM card, GlobalPlatform 2.2 compliant,

embedded in a Samsung galaxy S5 NFC smartphone. Compared

to the javacard speci�cations, the only particularity of our card is

some additional API provided by the card manufacturer enabling

operations in modular and elliptic curve arithmetic. To be able to

handle asymmetric cryptography on elliptic curves, the used card is

equipped with a cryptoprocessor. �is makes it more powerful than

most cards. It is, however, worth to emphasize that such SIM cards
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are already widely deployed by some phone carriers to provide

NFC based services.

�e implementation uses a 256-bit prime “pairing friendly” Barreto-

Naehrig elliptic curve. In our implementation, the protocol is split

into two parts: an o�-line part that can be run in advance by the

card and an on-line part that needs to be performed on-line as it

depends on the veri�er’s challenge and basename.

Communication between the SIM card in the smartphone and

the PC (Intel Xeon CPU 3.70GHz), acting as the Veri�er, was done

in NFC using a standard PC/SC reader (an Omnikey 5321). �e

Signature generation (by card) refers to the total time, from the

applet selection to the proof reception, including the sending of

the challenge Ch and the messagem, which are 256-bit length, as

well as the basename bsn by the veri�er, but excluding the proof

veri�cation. As for the average, it is computed for 100 iterations of

the sign protocol.

Ba�ery-O� denotes a powered-o� phone either by the user, or

because the ba�ery is �at. In such a situation, as stated by NFC

standards, NFC-access to the SIM card is still possible, but with

lower performances.

O�-line computations are assumed to be automatically launched

by the smartphone (ba�ery-On) following a proof generation and

in anticipation for the next one. It is worth mentioning that all

computations on the platform side are entirely performed by the

card. In fact, the smartphone is only used to trigger the protocol

and to power the card.

As regards to On-line computations, they refer to the computa-

tion of the values T , t2 and the hash c as well as R1 involved in the

proof π3. �ey can be potentially carried out even with a ba�ery-

o� phone (provided that they are triggered from an external card

reader).

In our implementation, we assumed that the bsn is not known

in advance but rather provided to the card on-line. Consequently,

the card has two scalar multiplications to compute on-line. For

use cases where the bsn can be known in advance, these scalar

multiplications may be included in the o�-line computation part,

hence resulting in much be�er performances
4
.

6 CONCLUSION
In this paper, we introduced the most e�cient and practical DAA

scheme where, contrarily to previous proposals, all computations

on the platform side required to either verify the validity of a

group signing key or to generate a DAA are entirely performed by

the TPM. Our pre-DAA scheme, which is formally proven secure,

can support private-key and signature based revocations as well

as group signing keys with a�ributes. �rough the design of a

privacy-preserving protocol intended for eSIM, that is built upon

our pre-DAA scheme, we showed one of the potential usages of

such a practical DAA scheme to address a real world issue that was

raised by the GSM Association (GSMA). Finally, implementation

results con�rm the e�ciency of our pre-DAA scheme even when

implemented on a standard SIM card.

4
One scalar multiplication on our card takes about 60 ms .
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A SECURITY MODEL
In this appendix, we formally de�ne the di�erent properties that a

pre-DAA scheme must satisfy to be secure whilst preserving user’s

privacy [4]. For that, a pre-DAA scheme must ensure correctness,
traceability, non-frameability as well as anonymity.

We follow Bernhard’s et al. game-based model where each prop-

erty is formally de�ned through an experiment between a chal-

lenger C and a probabilistic polynomial time (PPT) adversary A.

We distinguish two sets of users: HU, the set of honest users and

CU, the set of corrupted users (whose secret key ski and group

signing key дski are known to the adversary). We also de�ne three

lists: S, the list of all queries to the signing oracle; C, the list of

queries to the challenge oracle; and T, the list of transcript views

associated to the di�erent executions of the Join protocol. To model

the capabilities of the adversary A, we give him access to some

oracles de�ned as follows:

- OAdd() is an oracle used by A to create a new honest user

identi�ed by i .
- OAddCorrupt() is an oracle used by A to create a new

corrupted user identi�ed by i . His secret key ski is known

to A.

- OJoinI () is an oracle that executes the issuer’s side of

the Join protocol. �is oracle will be used to simulate

the execution of the Join protocol between an, honest or

corrupted, user Ui and an honest issuer.

- OJoinU (i) is an oracle that executes the user’s side of the

Join protocol. �is oracle will be used by A acting as a

malicious issuer. �e adversary provides the oracle with

an honest user’s identi�er i . If the la�er accepts, A gets a

transcript view T of the protocol execution, that is saved

in T.

- OCorrupt(i) is an oracle used by A to corrupt the user

identi�ed by i . �us, A gets both the secret key ski and

the group signing key дski of user i . Concurrently, user i
is moved fromHU to CU.

- OGSign(i,m, bsn) is an oracle used byA to obtain a signa-

ture onm and with respect to bsn, produced by the honest

user i . Concurrently, the triple (i,m, bsn) is saved in S.
- OCHb (i0, i1, bsn,m) is an oracle used by A to obtain a sig-

nature σ onm generated by ib .

For the sake of clarity, we de�ne the following three algorithms:

- IdentifyT(T , ski ) which returns 1 if the transcript T re-

sulting from the execution of the Join protocol has been

produced with the secret key ski = (si
1
, si

2
) (i.e. if C is a

commitment to si
1

and si
2
). Otherwise, it returns 0.

- IdentifyS(σ ,m, bsn, ski ) that returns 1 if the signature σ
on the message m and with respect to bsn could have

been produced using the secret key ski = (si
1
, si

2
) (i.e. if

T = H (bsn)
s i

1 ). Otherwise, it returns 0.

- Link(дmpk,σ ,m,σ ′,m′, bsn) which returns 1 if both σ and

σ ′ are valid signatures on, respectively, m and m′ with

respect to the same basename bsn 6= ⊥ and were produced

by the same user (i.e. if T = T ′). Otherwise, it returns 0.

�e four security and privacy requirements of a pre-DAA scheme

are de�ned as follows:

Correctness. �is property ensures the proper functioning of

the system. A pre-DAA scheme provides correctness if the follow-

ing four statements are met: (1) the issued group signing key дski is

valid; (2) a valid signature is accepted by the veri�erV; (3) a valid

signature can be traced to the correct ski ; and (4) two signatures

produced by the same user (i.e. same key ski ) and for the same

bsn are linkable. Besides, it is noteworthy to mention that each

transcript T resulting from the execution of the Join protocol must

have a unique ski associated to it.

Traceability. Roughly speaking, traceability requires the fol-

lowing two statements to be met. Indeed, no adversary should be

able to produce: (1) a valid signature which cannot be traced to

a secret key that has been commi�ed to during an execution of

the Join protocol; or (2) two unlinkable signatures for the same

basename and under the same secret key. �us, as shown in Figure

3, the traceability experiment consists of two subgames. In the �rst

subgame (i.e. steps 3 and 4), the issuer is assumed to be honest

whereas, in the second one (i.e. steps 5 to 7), the issuer as well as all

users are assumed to be corrupted. �e advantage Advtrace

A
(1
k

) of

the adversary is de�ned as Pr[Exptrace

A
(1
k

) = 1]. A pre-DAA scheme

satis�es the traceability property if this advantage is negligible for

any PPT adversary A.

Exptrace

A
(1
k

)

(1) pp ← Setup(1
k

), HU ← ∅, CU ← ∅, T← ∅
(2) (дmpk, дmsk )← IKeyGen(pp)

(3) (σ ,m, bsn, sk1, . . . , skl )←− AO
1

(дmpk ) where

O = {OAdd, OAddCorrupt, OJoinI , OCorrupt, OGSign}
(4) If the following 3 conditions hold, then return 1

(a) GVerify(дmpk, σ ,m, bsn) = 1.

(b) ∀T ∈ T, ∃i ∈ {1, . . . , l } such that

IdentifyT(T, ski ) = 1.

(c) ∀i ∈ {1, . . . , l }, IdentifyS(σ ,m, bsn, ski ) = 0.

(5) (σ0,m0, σ1,m1, bsn, sk )←− A2(дmpk, дmsk )

(6) If bsn = ⊥, then return 0.

(7) If the following 3 conditions hold, then return 1

(a) ∀b ∈ {0, 1}, GVerify(дmpk, σb ,mb , bsn) = 1.

(b) ∀b ∈ {0, 1}, IdentifyS(σb ,mb , bsn, sk ) = 1.

(c) Link(дmpk, σ0,m0, σ1,m1, bsn) = 0.

(8) Return 0

Figure 3: Traceability Security Experiment

Non-frameability. Informally, non-frameability requires the

following two statements to be satis�ed. Indeed, no adversary

should be able to output: (1) a signature that can be traced to a

given user i who has not produced a signature on the corresponding

message/basename pair; or (2) two signatures that are linkable
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even though they should not. �us, as shown in Figure 4, the

non-frameability experiment also consists of two subgames. In

the �rst subgame (i.e. steps 3 and 4), the adversary’s goal is to

frame an honest user whereas, in the second one (i.e. steps 5 to 9),

he has control over all users as well as the issuer. �e advantage

Advnon-fram

A
(1
k

) of the adversary is de�ned as Pr[Expnon-fram

A
(1
k

) =

1]. A pre-DAA scheme satis�es the non-frameability requirement

if this advantage is negligible for any PPT adversary A.

Expnon-fram

A
(1
k

)

(1) pp ← Setup(1
k

), HU ← ∅, CU ← ∅, S← ∅
(2) (дmpk, дmsk )← IKeyGen(pp)

(3) (σ , i,m, bsn)←− AO
1

(дmpk, дmsk ) where O = {OAdd,
OAddCorrupt, OJoinU , OCorrupt, OGSign}

(4) If the following 4 conditions hold, then return 1

(a) GVerify(дmpk, σ ,m, bsn) = 1.

(b) i ∈ HU.

(c) (i,m, bsn) /∈ S.

(d) IdentifyS(σ ,m, bsn, ski ) = 1.

(5) (σ0,m0, bsn0, σ1,m1, bsn1, sk )←− A2(дmpk, дmsk )

(6) If ∃b ∈ {0, 1} such that GVerify(дmpk, σb ,mb , bsnb ) = 0, then return 0.

(7) If ∀b ∈ {0, 1}, Link(дmpk, σ0,m0, σ1,m1, bsnb ) = 0, then return 0.

(8) If IdentifyS(σ0,m0, bsn0, sk ) = 1 and

IdentifyS(σ1,m1, bsn1, sk ) = 0, then return 1.

(9) If bsn0 6= bsn1 or bsn0 = ⊥ or bsn1 = ⊥, then return 1.

(10) Return 0

Figure 4: Non-Frameability Security Experiment

Anonymity. Roughly speaking, anonymity requires that, given

two identities i0 and i1, no entity can determine which of the

two identities produced a speci�c signature σ . More formally, the

anonymity experiment Expanon−b
A

(1
k

) is detailed in Figure 5. �e

adversary queries the OCHb oracle on (i0, i1, bsn,m) as input and

has to guess the identity ib of the user who generated the returned

signature σ . To prevent the adversary from trivially wining the

game, once he has queried the OCHb oracle, he has a restricted

access to the OCHb and OGSign oracles. More precisely, he can no

longer call on the OGSign and OCHb oracles for the same (i, bsn)

pair. �e advantage Advanon−b
A

(1
k

) of the adversary is de�ned as

Advanon−b
A

(1
k

) = |Pr[Expanon−b
A

(1
k

) = b]−1/2|. A pre-DAA scheme

is considered anonymous if this advantage is negligible for any PPT

adversary.

Expanon−b
A

(1
k

)

(1) pp ← Setup(1
k

), HU ← ∅, CU ← ∅, S← ∅, C← ∅
(2) (дmpk, дmsk )← IKeyGen(pp)

(3) b′ ←− AO (дmpk, дmsk ) where O = {OAdd, OAddCorrupt,
OJoinU , OCorrupt, OGSign∗, OCHb

∗ } such that OGSign∗ and OCHb
∗

de-

note a restricted access to these oracles.

(4) If i0 ∈ CU or i1 ∈ CU, then return ⊥.

(5) If ∃i,m, σ , bsn such that bsn 6= ⊥, (i, bsn) ∈ C
and (i,m, bsn) ∈ S, then return ⊥.

(6) Return b′

Figure 5: Anonymity Security Experiment

B PROOFS OF THEOREM 1
In this appendix, we formally prove that the extended version of

our pre-DAA scheme (i.e. the variant with one secret and one

a�ribute) ensures the expected security properties in the random

oracle model. As usual, correctness follows by inspection.

B.1 Traceability
Proof. Let A be an adversary who breaks the traceability re-

quirement of our pre-DAA scheme with non-negligible probability.

As previously mentioned, we distinguish the following two types

of forgers:

• Type-1 Forger: An adversary that manages to output a

signature σ that cannot be traced to a secret key previously

queried to the OJoinI oracle.

• Type-2 Forger: An adversary that outputs two signatures

σ0 and σ1 under the same secret ski and for the same base-

name bsn, and yet are unlinkable.

In what follows, we show that a Type-1 forger can be used as a

subroutine to construct an algorithm B against the assumption

1, whereas Type-2 forgery cannot happen. Initially, B chooses a

random bit cmode ∈ {1, 2} that indicates its guess for the type of

forgery that A will output.

If cmode = 1: B receives on input from its challenger, denoted by

C, the public parameters (G1,G2,GT , e,p, h, ˜h) as well as X1 = hx1
,

X2 = hx2
, X̃0 =

˜hx0 , X̃1 =
˜hx1

and X̃2 =
˜hx2

. As it is against

the assumption 1, B has access to the oracle O1 which, on input

m1,m2 ∈ Zp , outputs the pair P = (t , tx0+m1x1+m2x2
) where t ∈R

G1

5
. �is oracle O1 will be used during OJoinI () requests. B

chooses the generator д and the value of Cx0
at random. �ereby,

it can provide A with the public parameters pp of the scheme and

answers his (i.e. A’s) requests as follows:

- OAdd(i) requests: B creates a new user i and picks two

random values s1, s2 ∈R Z
∗
p as his secret key ski . B also

generates user’s i public/private endorsement key pair de-

noted by (eski , epki ).
- OAddCorrupt(i) requests: B does nothing.

- OJoinI () requests: Upon the receipt ofC , the proof π1 and

the signature S . B �rst checks the validity of both S and

π1. If so, it uses the soundness property of π1 to recover s1

and s2. �en, it queries the O1 oracle on s1 and s2 to obtain

the pair (u,u ′ = ux0+s1x1+s2x2
). Besides, in the Random

Oracle Model (ROM), π2 can be perfectly simulated using

standard techniques. �ereby, B can answer A’s request

by providing him with the pair (u,u ′) as well as the proof

π2.

- OCorrupt(i) requests: B provides A with the secret key

ski and the group signing key дski of user i .
- OGSign(i,m, bsn) requests: As it holds both ski and дski ,
B can generate a signature onm and for bsn, that it returns

to B.

Remark: Suppose that the set S of keys ski revealed byA during

its a�ack (step 3) is di�erent from S’, which consists of the keys

recovered by B during OJoinI requests. �is would therefore

imply that there exists two pairs of keys (s1, s2) and (s ′
1
, s ′

2
) such

that X s1

1
X s2

2
= X

s ′
1

1
X
s ′

2

2
. A could therefore be used to break the

binding property of Pedersen’s commitments which relies on the

discrete logarithm assumption. �ereby, A could be used to break

5
Note that we use an extended version of assumption 1 that supports several mes-

sages [32]
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the DL assumption and consequently to break assumption 1. Let

us thus assume that S = S′.
Eventually, A outputs with non-negligible probability a valid

triple (σ ,m, bsn) such that the signature σ was produced using

an ski that is not associated to any of the calls to the OJoinI or-

acle. Using the soundness of π3, B extracts s1 and s2 as well as

w ′ = c ′д−z3
. �us, B obtains a valid pair (w,w ′ = wx0+s1x1+s2x2

)

on the pair (s1, s2) that has never been queried to the O1 oracle.

Consequently, using A, B can break the assumption 1.

If cmode = 2: A eventually outputs (σ0,m0,σ1,m1, bsn, sk) such

that σ0 and σ1 are valid signatures on respectively m0 and m1, and

for the same basename bsn. Besides, the two signatures were pro-

duced using sk (as, by de�nition, both IdentifyS(σ0,m0, bsn, sk) and

IdentifyS(σ1,m1, bsn, sk) output 1). Owing to the completeness of

the proof π3, the tags T0 and T1 associated to respectively σ0 and

σ1 are necessarily de�ned as T0 = H (bsn)
s1

and T1 = H (bsn)
s1

.

�erefore, we have T0 = T1. By de�nition, A wins if the output

of Link(дmpk,σ0,m0,σ1,m1, bsn) is 0 (i.e. T0 6= T1). �us, such

forgery can never occur.

�erefore, if A can break the traceability property of our pre-

DAA scheme, then B can break the assumption 1 with the same

probability. �us, under the assumption 1, our pre-DAA scheme

provides the traceability requirement in the ROM.

�

B.2 Non-frameability
Proof. Let A be an adversary against the non-frameability

requirement of our pre-DAA scheme. As previously mentioned in

appendix A, we distinguish the following two types of forgers:

• Type-1 Forger: An adversary that manages to output a

signature σ on m and for bsn that is traced to a speci�c

user that has never produced such a signature.

• Type-2 Forger: An adversary that outputs two signatures

σ0 and σ1 that are linkable even though they should not

(i.e. they were either produced with di�erent ski or with

respect to two distinct basenames).

In what follows, we show that a Type-1 forger can be used to

construct a reduction B against the OMDL assumption whilst a

Type-2 forgery cannot happen. Initially, B chooses a random bit

cmode ∈ {1, 2} that indicates its guess for the type of forgery that

A will output.

If cmode = 1: B receives on input from its challenger C a random

instance (hu1 ,hu2 , . . . ,hun ) of the OMDL problem where h is a

random generator of G1. As it is against the one-more discrete

logarithm OMDL assumption, B has access to a DL oracle. �e

adversary A picks three random values x0,x1,x2 ∈R Z
∗
p as the

issuer’s private key and publishes the associated public key дmpk =

(Cx0
= дx0hx̃0 ,X1 = hx1 ,X2 = hx2 , X̃0 =

˜hx0 , X̃1 =
˜hx1 , X̃2 =

˜hx2
)

where x̃0 ∈R Z
∗
p . B uses the soundness property of π to recover x0,

x̃0, x1 and x2 and answers A’s requests as follows:

- OAdd(i) requests: B creates a new user Ui and randomly

selects si
2
∈R Z

∗
p . Using its input of the OMDL problem,

it sets si
1

as the discrete logarithm of Ci = hs
i
1 = hui in

the base h. �e user’s secret key is de�ned as ski = (si
1
, si

2
)

where si
1

is unknown to both B and A. B also gener-

ates Ui ’s public/private endorsement key pair denoted by

(eski , epki ).
- OAddCorrupt requests: B does nothing.

- OJoinU (i) requests: B computes C = Cx1

i X
s i

2

2
= Xui

1
X
s i

2

2

= X
s i

1

1
X
s i

2

2
.

Since B holds eski , then it can compute the signature S .

As for π1, B can perfectly simulate it in the random oracle

model. If the protocol does not abort, B obtains a valid

group signing key дski = (u,u ′) associated to ski = (si
1
, si

2
),

where si
1

is unknown to bothA and B, as well as the proof

π2. Using the soundness property of π2, B retrieves the

value of b (required to simulate the OGSign oracle).

- OCorrupt(i) requests: B calls on the DL oracle with hui

as input. �ereby, it recovers ui = si
1
. �us, it can provide

A with the secret key ski = (si
1
, si

2
) along with the group

signing key дski of user i .
- OGSign(i,m, bsn) requests: As it holds si

2
and дski , B can

compute most of the required values except c1, T and the

proof π3. Using b, which was extracted from π2 during

the run of JoinU , B sets c1 = Cbr1

i hz1
= ws i

1hz1
where

r1, z1 ∈R Z
∗
p such that w = ur1

. To compute T , B pro-

ceeds as follows: it randomly selects l ∈R Z
∗
p and sets

H = H (bsn) = hl . �us, T = H (bsn)
ui

= Cli . During

subsequent calls to OGSign on input the same i and bsn,

B returns the same value T . As for π3, it can be easily

simulated in the ROM. Hence, B can perfectly simulate the

GSign algorithm.

Eventually, a�er d calls to the OCorrupt oracle,A outputs with

non negligible probability a valid signature σ on m and for bsn,

such that IdentifyS(σ ,m, bsn, ski ) outputs 1 whereas the user hold-

ing ski has never produced a signature on thatm and for bsn. By

de�nition of the experiment, we know that the corresponding user

is honest. �us, the ui associated to the user’s unknown secret si
1

is still in the input of the OMDL problem. Using the soundness

property of π3, B retrieves the associated secrets si
1

and si
2

where

si
1

= ui . �us, B recovers ui , the discrete logarithm of the challenge

hui . By outpu�ing ui along with the d secrets {uj }
j=d
j=1

that it has

obtained by querying the DL oracle, B breaks the OMDL assump-

tion.

If cmode = 2: A eventually outputs two valid signatures σ0 and

σ1, on respectivelym0 andm1, that are linkable even though they

should not. �at is, they were either generated using two di�erent

keys (sk0 and sk1) or/and are for di�erent basenames (bsn0 and

bsn1). Let skb = (sb
1
, sb

2
) denote the key used to generate σb and

sk = (s̃1, s̃2) the key output by A. If A’s a�ack against the non-

frameability property is successful, then this implies that condition

6 of the non-frameability experiment is true. In particular, owing

to the completeness of π3, we have

T0 = H (bsn0)
s0

1 and T1 = H (bsn1)
s1

1 (1)
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�e condition 7 should also be true. �us, ∃b ∈ {0, 1} such that

Link(дmpk,σ0,m0,σ1,m1, bsnb ) = 1. Without loss of generality,

let us assume that b = 0. From the validity of this assertion, we can

deduce that

T0 = H (bsn0)
s0

1 = T1 = H (bsn0)
s1

1 (2)

�is implies that

s0

1
= s1

1
(mod p) (3)

ForA’s forgery to be successful, condition 8 or 9 should be true.

Suppose that assertion 8 is true. �is implies that

T0 = H (bsn0)
s̃1

(4)

and

T1 6= H (bsn1)
s̃1

(5)

�is is impossible. Indeed, (2) and (4) imply that s0

1
= s̃1. �us,

from (3), we have s0

1
= s̃1 = s1

1
. From (1), we know that T1 =

H (bsn1)
s1

1 = H (bsn)
s̃1

, which contradicts (5).

Let us now assume that condition 9 is true, i.e. that bsn0 6=

bsn1. (1) and (2) imply that T1 = H (bsn1)
s1

1 = H (bsn0)
s1

1 , hence

H (bsn0) = H (bsn1) where bsn0 6= bsn1. �is would imply that A

broke the second pre-image resistance property of the hash function

H which is infeasible in the ROM.

�erefore, a Type-2 forgery can never occur.

Consequently, under the OMDL assumption, our pre-DAA scheme

ensures the non-frameability requirement.

�

B.3 Anonymity
Proof. Let A be an adversary against the anonymity require-

ment of our pre-DAA scheme. Using Shoup’s game hopping tech-

nique, where proofs are organized as sequences of games, we prove

that our pre-DAA scheme ensures the anonymity requirement un-

der the XDH assumption. Hereina�er, we provide a high level

description of the initial game (Game 0) along with a brief descrip-

tion of the transition between Game 0 and Game 1.

Game 0: It corresponds to the real a�ack game with respect to

an e�cient adversary A.

�e Challenger C randomly chooses the system public param-

eters pp = (p,G1,G2,GT ,p,H , e) as well as the issuer’s private

key дmsk = (x0,x1,x2) and computes the associated public key

дmpk = (Cx0
= дx0hx̃0 ,X1 = hx1 ,X2 = hx2 , X̃0 =

˜hx0 , X̃1 =

˜hx1 , X̃2 =
˜hx2

) where h ∈R G1 and x̃0 ∈R Zq . �en, it provides A

with дmsk = (x0,x1,x2) and answers his requests as follows:

- OAdd(i) requests: C creates a new user i and picks two

random value si
1
, si

2
∈R Z

∗
p as his secret key ski . C also

generates user’s i public/private endorsement key pair de-

noted by (eski , epki ).
- OAddCorrupt(i) requests: C does nothing.

- OJoinU (i) requests: C computes the commitment C , then

builds π1 to obtain the group signing key дski .
- OCorrupt(i) requests: C provides A with the secret key

ski and the group signing key дski of user i .
- OGSign(i,m, bsn) requests: C uses ski andдski to generate

a signature σ onm and for bsn, that it returns to A.

Eventually,A chooses (i0, i1, bsn,m) that he provides as input to

OCHb . �e oracle outputs a signature σ produced by user ib . A’s

goal is to guess the value of b. Even a�er receiving his challenge,

A can still query the OAdd, OAddCorrupt, OJoinU , OCorrupt
and OGSign oracles but with some restrictions. More precisely,

he cannot call the OCorrupt oracle on i0 or i1. Besides, he is not

allowed to query the OGSign oracle with either (i0, bsn) or (i1, bsn)

as input. Otherwise, he would trivially win the game.

So, A eventually outputs his guess b ′. Let S0 be the event that

b = b ′ in Game 0 (i.e. the event that A wins Game 0) and S1

denote the event that b = b ′ in Game 1. We have Advanon−b
A

(1
k

) =

|Pr[Expanon−b
A

(1
k

) = b] − 1/2|= |Pr[S0] − 1/2|. We construct the

Game 1 as follows:

Game 1: It is the same game as Game 0 except that we replace

T = H (bsn)
sb

1 by a random value and simulate the proof π3. Such

a proof can be easily simulated in the ROM using classical tech-

niques. Under the XDH assumption, A cannot detect this change.

In fact, one can easily construct a XDH distinguisher D with an

advantage of solving the XDH problem, denoted by AdvXDH, sat-

isfying |Pr[S0] − Pr[S1]|≤ AdvXDH(1
k

). In Game 1, the challenger

provides no information (in a strong information theoretic sense)

about the bitb to the adversaryA. �is is due to the perfectly hiding
property of Pedersen’s commitment. Let us consider a valid signa-

ture (w, c1, c2, c
′,V ). For any valid group signing key дski = (ũ, ũ ′)

and corresponding secrets s̃l
1
, s̃l

2
, there exists

˜l , z̃1, z̃2, z̃3 such that

w = ũ
˜l ,w ′ = (ũ ′)

˜l , c1 = w s̃ l
1hz̃1 , c2 = w s̃ l

2hz̃2
and c ′ = w ′дz̃3

. Let us

show that this implies that V = д−z̃3X z̃1

1
X z̃2

2
. Since (w, c1, c2, c

′,V )

is a valid signature, then we have:

e(w, X̃0) · e(c1, X̃1) · e(c2, X̃2) = e(c ′V , ˜h) (6)

�is implies that

e(wx0w s̃ l
1
x1hz̃1x1w s̃ l

2
x2hz̃2x2 , ˜h) = e(w ′дz̃3V , ˜h)

�erefore,

wx0+s̃ l
1
x1+s̃ l

2
x2hz̃1x1hz̃2x2

= w ′дz̃3V (7)

Since (w,w ′) is a valid group signing key for the secret keys s̃l
1

and

s̃l
2
, this implies that

w ′ = wx0+s̃ l
1
x1+x̃ l

2
x2

(8)

(7) and (8) implies that V = д−z̃3hz̃1x1hz̃2x2
= д−z̃3X z̃1

1
X z̃2

2
.

In Game 1, the only value involving the user’s secret key and

computed in a non-perfectly hiding way (i.e. T = H (bsn)
sb

1 ) was

replaced by a random value. �erefore, Pr[S1] = 1/2. �us, we

have

Advanon−b
A

(1
k

) = |Pr[Expanon−b
A

(1
k

) = b] − 1/2|=

|Pr[S0] − Pr[S1]|≤ AdvXDH(1
k

)

Consequently, if the XDH assumption holds, AdvXDH(1
k

) will be

negligible. �is implies that the adversary’s advantage Advanon−b
A

(1
k

)

will also be negligible. �us, we conclude that our pre-DAA scheme

satis�es the anonymity requirement under the XDH assumption.

�
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